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ɍȾɄ 004.056.53 

 

Ɂɚɳɢɬɚ ɜɟɛ-ɪɟɫɭɪɫɚ ɨɬ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɞɨɫɬɭɩɚ ɫ 
ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɦɟɬɨɞɚ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɛɟɡ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɜɜɨɞɚ 

ɥɢɱɧɵɯ ɞɚɧɧɵɯ 
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ȼɨɪɨɛɶɟɜ Ʌ.Ɉ., Чɟɪɧɵɲɨɜɚ Ⱥ.ȼ. Ɂɚɳɢɬɚ ɜɟɛ-ɪɟɫɭɪɫɚ ɨɬ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɞɨɫɬɭɩɚ 
ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɦɟɬɨɞɚ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɛɟɡ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɜɜɨɞɚ ɥɢɱɧɵɯ ɞɚɧɧɵɯ. ȼ 
ɫɬаɬɶɟ ɪаɫɫмаɬɪɢɜаɟɬɫɹ  мɟɬɨɞ аɭɬɟɧɬɢɮɢкацɢɢ, ɩɨɡɜɨɥɹɸɳɢɣ ɢɡɛаɜɢɬɶɫɹ ɨɬ 
ɧɟɨɛɯɨɞɢмɨɫɬɢ ɜɜɨɞа ɥɢɱɧɵɯ ɞаɧɧɵɯ ɩɨɥɶɡɨɜаɬɟɥɹ ɞɥɹ ɞɨɫɬɭɩа к ɜɟɛ-ɪɟɫɭɪɫɭ. 
ɉɪɨаɧаɥɢɡɢɪɨɜаɧɵ ɫɭɳɟɫɬɜɭɸɳɢɟ мɟɬɨɞɵ аɭɬɟɧɬɢɮɢкацɢɢ, ɨɩɪɟɞɟɥɟɧɵ ɢɯ ɞɨɫɬɨɢɧɫɬɜа 
ɢ ɧɟɞɨɫɬаɬкɢ. Ɉɩɢɫɵɜаɟɬɫɹ аɜɬɨɪɫкɢɣ аɥɝɨɪɢɬм ɯɟɲɢɪɨɜаɧɢɹ,  ɩɪɢɜɨɞɢɬɫɹ ɨɛɨɫɧɨɜаɧɢɟ 
ɟɝɨ ɩɪɢмɟɧɟɧɢɹ ɜ ɪаɡɪаɛɨɬаɧɧɨм мɟɬɨɞɟ аɭɬɟɧɬɢɮɢкацɢɢ. 

Ʉɥɸɱɟɜɵɟ ɫɥɨɜɚ: аɭɬɟɧɬɢɮɢкацɢɹ, аɜɬɨɪɢɡацɢɹ, ɢɞɟɧɬɢɮɢкацɢɹ, ɧɟɫаɧкцɢɨɧɢɪɨɜаɧɧɵɣ 
ɞɨɫɬɭɩ, ɢɧɮɨɪмацɢɨɧɧаɹ ɫɢɫɬɟма 

ȼɜɟɞɟɧɢɟ 

Ɉɛɟɫɩɟчɟɧɢɟ ɡащɢɬɵ ɢɧɮɨɪɦаɰɢɢ ɨɬ 
ɧɟɫаɧɤɰɢɨɧɢɪɨɜаɧɧɨɝɨ ɞɨɫɬɭɩа яɜɥяɟɬɫя 
аɤɬɭаɥɶɧɵɦ ɜɨɩɪɨɫɨɦ ɜ ɨɛɟɫɩɟчɟɧɢɢ 
ɤɨɦɩɶɸɬɟɪɧɨɣ ɛɟɡɨɩаɫɧɨɫɬɢ ɩɪɢ ɪаɡɪаɛɨɬɤɟ 
ɤɨɪɩɨɪаɬɢɜɧɵɯ ɢɧɮɨɪɦаɰɢɨɧɧɵɯ ɫɢɫɬɟɦ. 

ɉɨɫɬɚɧɨɜɤɚ ɡɚɞɚɱɢ 

ɐɟɥɶ: Ɋаɡɪаɛɨɬɤа ɫɪɟɞɫɬɜ ɡащɢɬɵ 
ɢɧɮɨɪɦаɰɢɨɧɧɨɝɨ ɪɟɫɭɪɫа ɜ ɂɧɬɟɪɧɟɬɟ ɨɬ 
ɧɟɫаɧɤɰɢɨɧɢɪɨɜаɧɧɨɝɨ ɞɨɫɬɭɩа (ɇɋȾ) ɫ 
аɜɬɨɪɢɡаɰɢɟɣ ɛɟɡ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɜɜɨɞа ɥɢчɧɵɯ 
ɞаɧɧɵɯ. 

ɉɟɪɟɞ ɪаɡɪаɛɨɬчɢɤаɦɢ ɢɧɮɨɪɦаɰɢɨɧɧɵɯ 
ɫɢɫɬɟɦ чаɫɬɨ ɜɨɡɧɢɤаɟɬ ɡаɞача ɨɛɟɫɩɟчɟɧɢя 
ɡащɢɬɵ ɨɬ ɧɟɫаɧɤɰɢɨɧɢɪɨɜаɧɧɨɝɨ ɞɨɫɬɭɩа ɤ 
ɪаɡɪаɛаɬɵɜаɟɦɨɦɭ ɢɧɮɨɪɦаɰɢɨɧɧɨɦɭ ɪɟɫɭɪɫɭ ɜ 
ɂɧɬɟɪɧɟɬɟ. ɉɪɟɞɨɫɬаɜɥɟɧɢɟ ɞɨɫɬɭɩа ɤ 
ɡащɢщаɟɦɨɦɭ ɪɟɫɭɪɫɭ ɞɥя ɨɩɪɟɞɟɥɟɧɧɨɝɨ 
ɩɨɥɶɡɨɜаɬɟɥя ɧаɡɵɜаɟɬɫя аɜɬɨɪɢɡаɰɢɟɣ Д1, c. 

117Ж, ɢ ɜɤɥɸчаɟɬ ɩɪɨɰɟɞɭɪɭ ɢɞɟɧɬɢɮɢɤаɰɢɢ 
ɩɨɥɶɡɨɜаɬɟɥя ɢ аɭɬɟɧɬɢɮɢɤаɰɢɢ ɞɥя ɨɩɪɟɞɟɥɟɧɢя 
ɩɨɞɥɢɧɧɨɫɬɢ ɩɨɥɶɡɨɜаɬɟɥя.  

ɇɟɨɛɯɨɞɢɦ ɦɟɬɨɞ аɜɬɨɪɢɡаɰɢɢ ɩɨ 
ɢɞɟɧɬɢɮɢɤаɬɨɪɭ ɭɫɬɪɨɣɫɬɜа ɢ ɭчɟɬɧɨɣ ɡаɩɢɫɢ ɜ 
ɨɩɟɪаɰɢɨɧɧɨɣ ɫɢɫɬɟɦɟ. ɗɬɨɬ ɦɟɬɨɞ 
аɭɬɟɧɬɢɮɢɤаɰɢɢ ɩɨɡɜɨɥɢɬ ɨɫɜɨɛɨɞɢɬɶ 
ɩɨɥɶɡɨɜаɬɟɥя ɨɬ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɜɜɨɞа ɫɜɨɢɯ 
ɥɢчɧɵɯ ɞаɧɧɵɯ ɞɥя ɪɟɝɢɫɬɪаɰɢɢ ɜ ɛаɡɟ ɞаɧɧɵɯ 
ɷɥɟɤɬɪɨɧɧɨɝɨ ɪɟɫɭɪɫа ɢ ɨɛɥɟɝчɢɬɶ ɩɪɨɰɟɞɭɪɭ 
аɭɬɟɧɬɢɮɢɤаɰɢɢ. 

ȼ ɤачɟɫɬɜɟ ɢɧɮɨɪɦаɰɢɨɧɧɨɝɨ web-

ɪɟɫɭɪɫа ɪаɡɪаɛаɬɵɜаɟɬɫя ɷɥɟɤɬɪɨɧɧая ɡачɟɬɧая 
ɫɢɫɬɟɦа. ɉɨɥɶɡɨɜаɬɟɥɢ ɫɢɫɬɟɦɵ ɫɨɯɪаɧяɸɬ 
ɪɟɡɭɥɶɬаɬɵ ɫɜɨɟɣ ɪаɛɨɬɵ ɜ ɜɢɞɟ ɡаɦɟɬɨɤ, ɨɬчɟɬɨɜ 
ɢ ɩɭɛɥɢɤаɰɢɣ. Ⱥɜɬɨɪɵ ɪɟɝɢɫɬɪɢɪɭɸɬɫя ɜ 

ɨɪɝаɧɢɡаɰɢɢ ɫ ɭɫɬаɧɨɜɥɟɧɧɨɣ ɫɢɫɬɟɦɨɣ, ɢ 
ɧɟɨɛɯɨɞɢɦɨ ɨɛɟɫɩɟчɢɬɶ ɜɨɡɦɨɠɧɨɫɬɶ ɪаɛɨɬɵ ɫ 
ɪɟɫɭɪɫɨɦ ɛɟɡ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɯɪаɧɟɧɢя ɢɯ 
ɥɢчɧɵɯ ɞаɧɧɵɯ. 

Ⱦɥя ɩɨɥɭчɟɧɢя ɞɨɫɬɭɩа ɤ ɷɬɨɦɭ ɪɟɫɭɪɫɭ 
ɧɟɨɛɯɨɞɢɦɨ ɢɦɟɬɶ ɤɥɸч, ɩɪɟɞɫɬаɜɥɟɧɧɵɣ 
ɰɢɮɪаɦɢ ɢ ɥаɬɢɧɫɤɢɦɢ ɛɭɤɜаɦɢ. Ɉɞɢɧ ɤɥɸч 
ɜɵɞаɟɬɫя ɧа ɨɞɧɨ ɭɫɬɪɨɣɫɬɜɨ. ɉɪɢ ɩɟɪɜɨɦ 
ɞɨɫɬɭɩɟ ɤ ɪɟɫɭɪɫɭ ɜ ɛаɡɟ ɞаɧɧɵɯ ɫɨɯɪаɧяɟɬɫя 
ɡаɲɢɮɪɨɜаɧɧɵɣ ɯɟɲ ɷɬɨɝɨ ɤɥɸча ɢ 
ɡаɲɢɮɪɨɜаɧɧɵɣ ɢɞɟɧɬɢɮɢɤаɬɨɪ ɭɫɬɪɨɣɫɬɜа, ɫ 
ɤɨɬɨɪɨɝɨ ɛɵɥ ɩɨɥɭчɟɧ ɞɨɫɬɭɩ. Ⱦɨɫɬɭɩ ɫ ɞɪɭɝɨɝɨ 
ɭɫɬɪɨɣɫɬɜа ɫ ɩɨɦɨщɶɸ ɷɬɨɝɨ ɤɥɸча ɩɨɫɥɟ ɟɝɨ 
аɤɬɢɜаɰɢɢ ɫɬаɧɨɜɢɬɫя ɧɟɜɨɡɦɨɠɧɵɦ. 

ɉɪɢ ɩɨɥɭчɟɧɢɢ ɞɨɫɬɭɩа ɜ ɮаɣɥаɯ МШШФТОs 
ɫɨɯɪаɧяɟɬɫя ɫɟɪɬɢɮɢɤаɬ ɞɨɫɬɭɩа ɜ 
ɡаɲɢɮɪɨɜаɧɧɨɦ ɜɢɞɟ ɫ ɤɥɸчɨɦ, ɤɨɬɨɪɵɣ ɡаɜɢɫɢɬ 
ɨɬ ɢɞɟɧɬɢɮɢɤаɬɨɪа ɭɫɬɪɨɣɫɬɜа. Ⱦɨɫɬɭɩ ɤ ɪɟɫɭɪɫɭ 
ɫ ɩɨɦɨщɶɸ ɷɬɨɝɨ МШШФТОs-ɮаɣɥа ɜɨɡɦɨɠɟɧ ɬɨɥɶɤɨ 
ɫ ɞаɧɧɨɝɨ ɭɫɬɪɨɣɫɬɜа ɢ ɬɨɥɶɤɨ ɩɪɢ ɜɯɨɞɟ ɜ 
ɭчɟɬɧɭɸ ɡаɩɢɫɶ ɨɩɟɪаɰɢɨɧɧɨɣ ɫɢɫɬɟɦɵ. 
Ʉɨɩɢɪɨɜаɧɢɟ МШШФТОs ɧа ɞɪɭɝɨɟ ɭɫɬɪɨɣɫɬɜɨ ɧɟ 
ɞаɫɬ ɜɨɡɦɨɠɧɨɫɬɢ ɡɥɨɭɦɵɲɥɟɧɧɢɤɭ ɩɨɥɭчɢɬɶ 
ɞɨɫɬɭɩ ɤ ɡащɢщɟɧɧɨɦɭ ɪɟɫɭɪɫɭ. 

Ⱥɞɦɢɧɢɫɬɪаɬɨɪ ɡащɢщаɟɦɨɝɨ ɪɟɫɭɪɫа 
ɞɨɥɠɟɧ ɢɦɟɬɶ ɜɨɡɦɨɠɧɨɫɬɶ ɫɨɡɞаɜаɬɶ ɧɨɜɵɟ 
ɤɥɸчɢ ɞɥя ɪɟɝɢɫɬɪаɰɢɢ ɩɨɥɶɡɨɜаɬɟɥɟɣ ɢ 
ɛɥɨɤɢɪɨɜаɬɶ ɨɬɞɟɥɶɧɵɟ аɤɬɢɜɢɪɨɜаɧɧɵɟ ɤɥɸчɢ 
ɩɪɢ ɧɟɨɛɯɨɞɢɦɨɫɬɢ. 

ɋɬɪɭɤɬɭɪɚ ɩɪɨɝɪɚɦɦɧɨɣ ɫɢɫɬɟɦɵ 

Ɂащɢщаɟɦая ɩɪɨɝɪаɦɦɧая ɫɢɫɬɟɦа 
ɩɪɟɞɫɬаɜɥяɟɬ ɫɨɛɨɣ ɢɧɮɨɪɦаɰɢɨɧɧɭɸ ɫɢɫɬɟɦɭ 
ɞɥя  ɯɪаɧɟɧɢя ɢ ɪɟɞаɤɬɢɪɨɜаɧɢя ɡаɦɟɬɨɤ ɞɥя 
ɷɥɟɤɬɪɨɧɧɨɣ ɡачɟɬɧɨɣ ɫɢɫɬɟɦɵ. Ɂаɦɟɬɤɢ 
ɫɨɯɪаɧяɸɬɫя ɜ ɛаɡɟ ɞаɧɧɵɯ ɩɨɞ ɭɩɪаɜɥɟɧɢɟɦ 
ɋɍȻȾ PШsЭРrОSQL ɜ ɡаɲɢɮɪɨɜаɧɧɨɦ ɜɢɞɟ. 
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Ⱦɨɫɬɭɩ ɤ ɛаɡɟ ɞаɧɧɵɯ ɨɫɭщɟɫɬɜɥяɟɬɫя ɩɨ HTTP 
ɩɪɨɬɨɤɨɥɭ чɟɪɟɡ ɭɞаɥɟɧɧɵɣ ɫɟɪɜɟɪ. ɗɬɨ 
ɩɨɡɜɨɥяɟɬ ɩɨɥɶɡɨɜаɬɟɥяɦ ɜɡаɢɦɨɞɟɣɫɬɜɨɜаɬɶ ɫ 
ɫɢɫɬɟɦɨɣ ɩɨɫɪɟɞɫɬɜɨɦ ɂɧɬɟɪɧɟɬ ɫɟɪɜɢɫа, 
ɦɨɛɢɥɶɧɨɝɨ ɬɟɥɟɮɨɧа ɢɥɢ ɩɪɨɝɪаɦɦɨɣ ɧа ɉɄ, 
ɞɥя ɬɨɝɨ, чɬɨɛɵ ɫɨɡɞаɜаɬɶ ɢ ɫɢɧɯɪɨɧɢɡɢɪɨɜаɬɶ 
ɪɟɞаɤɬɢɪɭɟɦɵɟ ɡаɦɟɬɤɢ. 

Ɋаɡɪаɛаɬɵɜаɟɦая ɩɪɨɝɪаɦɦɧая ɫɢɫɬɟɦа 
ɫɨɫɬɨɢɬ ɢɡ ɜɟɛ-ɫɟɪɜɟɪа ɫ ɛаɡɨɣ ɞаɧɧɵɯ ɢ 
ɤɥɢɟɧɬɫɤɢɯ ɩɪɢɥɨɠɟɧɢɣ. ɋɬɪɭɤɬɭɪа ɫɢɫɬɟɦɵ 
ɨɩɢɫаɧа ɧа яɡɵɤɟ UML ДβЖ ɜ ɜɢɞɟ ɞɢаɝɪаɦɦɵ 
ɤɨɦɩɨɧɟɧɬɨɜ (ɪɢɫɭɧɨɤ 1). 

 

 
 

Ɋɢɫɭɧɨɤ 1 – Ⱦɢаɝɪаɦɦа ɤɨɦɩɨɧɟɧɬɨɜ 
ɪаɡɪаɛаɬɵɜаɟɦɨɣ ɫɢɫɬɟɦɵ 

 

Ʉɨɦɩɨɧɟɧɬ DКЭКAММОss ɩɪɟɞɧаɡɧачɟɧ ɞɥя 
ɞɨɫɬɭɩа ɤ ɛаɡɟ ɞаɧɧɵɯ PostgreSQL ɩɨɫɪɟɞɫɬɜɨɦ 
ɨɛɴɟɤɬɧɨ-ɪɟɥяɰɢɨɧɧɨɝɨ ɨɬɨɛɪаɠɟɧɢя. ɂɧɬɟɪɮɟɣɫ 
CRUD ɩɪɟɞɨɫɬаɜɥяɟɬ ɨɩɟɪаɰɢɢ ɫɨɡɞаɧɢя, чɬɟɧɢя, 
ɨɛɧɨɜɥɟɧɢя ɢ ɭɞаɥɟɧɢя ɞаɧɧɵɯ. ɋɯɟɦа ɛаɡɵ 
ɞаɧɧɵɯ ɩɪɢɜɟɞɟɧа ɧа ɪɢɫɭɧɤɟ β. 

 

 
 

Ɋɢɫɭɧɨɤ β – ɋɯɟɦа ɛаɡɵ ɞаɧɧɵɯ 
ɪаɡɪаɛаɬɵɜаɟɦɨɝɨ ɪɟɫɭɪɫа 

 

Ɍаɛɥɢɰа ɤɥɸчɟɣ ɫɨɞɟɪɠɢɬ ɫɟɪɢɣɧɵɟ 
ɧɨɦɟɪа ɜ ɯɟɲɢɪɨɜаɧɧɨɦ ɜɢɞɟ ɢ ɫɟɤɪɟɬɧɵɟ ɤɥɸчɢ 
аɫɫɢɦɟɬɪɢчɧɨɝɨ аɥɝɨɪɢɬɦа ɲɢɮɪɨɜаɧɢя RSA ɞɥя 
ɩɨɥɭчɟɧɢя ɲɢɮɪɨɜаɧɧɵɯ ɞаɧɧɵɯ ɨɬ 
ɪɟɝɢɫɬɪɢɪɭɟɦɨɝɨ ɭɫɬɪɨɣɫɬɜа. 

Ɂаɪɟɝɢɫɬɪɢɪɨɜаɧɧɨɟ ɭɫɬɪɨɣɫɬɜɨ 
ɫɨɯɪаɧяɟɬɫя ɜ ɬаɛɥɢɰɟ ɭɫɬɪɨɣɫɬɜ, ɜ ɤɨɬɨɪɨɣ 
ɫɨɞɟɪɠɢɬɫя ɢɞɟɧɬɢɮɢɤаɬɨɪ ɭɫɬɪɨɣɫɬɜа ɞɥя 
Android, ɢɥɢ ɫɟɪɢɣɧɵɣ ɧɨɦɟɪ ɠɟɫɬɤɨɝɨ ɞɢɫɤа ɞɥя 
ɧɨɭɬɛɭɤɨɜ ɢɥɢ ɉɄ, ɢɥɢ MAC-аɞɪɟɫ ɫɟɬɟɜɨɣ 

ɤаɪɬɵ, ɟɫɥɢ аɜɬɨɪɢɡаɰɢя ɩɪɨɯɨɞɢɬ чɟɪɟɡ ɜɟɛ-

ɢɧɬɟɪɮɟɣɫ. Ɍɢɩ ɢɞɟɧɬɢɮɢɤаɬɨɪа ɭɫɬɪɨɣɫɬɜа 
ɨɩɪɟɞɟɥяɟɬɫя ɡɧачɟɧɢɟɦ ɩɨɥя ЭвЩО ɜ ɬаɛɥɢɰɟ 
ɭɫɬɪɨɣɫɬɜ. 

Ⱦɥя аɜɬɨɪɢɡаɰɢɢ ɭɫɬɪɨɣɫɬɜɨ ɞɨɥɠɧɨ 
ɩɪɟɞɴяɜɢɬɶ ɫɟɪɢɣɧɵɣ ɧɨɦɟɪ, ɯɟɲ ɤɨɬɨɪɨɝɨ 
ɫɪаɜɧɢɜаɟɬɫя ɫɨ ɡɧачɟɧɢɟɦ ɩɨɥя sЧИНТРОsЭ ɤɥɸча, 
ɡаɪɟɝɢɫɬɪɢɪɨɜаɧɧɨɝɨ ɞɥя ɞаɧɧɨɝɨ ɭɫɬɪɨɣɫɬɜа. 
ɉɪɢ ɭɫɩɟɲɧɨɣ аɜɬɨɪɢɡаɰɢɢ ɝɟɧɟɪɢɪɭɟɬɫя UUID 
ɫɟɫɫɢɢ, ɢ ɩɟɪɟɞаɟɬɫя ɜ ɡаɲɢɮɪɨɜаɧɧɨɦ ɢ 
ɩɨɞɩɢɫаɧɧɨɦ ɜɢɞɟ ɤɥɢɟɧɬɭ. Ʉɥɸч ɲɢɮɪɨɜаɧɢя 
ɯɪаɧɢɬɫя ɜ ɩɨɥɟ sessionИФОв ɬаɛɥɢɰɵ ɫɟɫɫɢɣ. 

ɉɪɢ ɧɟɨɛɯɨɞɢɦɨɫɬɢ, ɩɨɥɶɡɨɜаɬɟɥɶ 
аɜɬɨɪɢɡɨɜаɧɧɨɝɨ ɭɫɬɪɨɣɫɬɜа ɦɨɠɟɬ ɫɨɡɞаɬɶ 
ɭчɟɬɧɭɸ ɡаɩɢɫɶ аɜɬɨɪа ɡаɦɟɬɨɤ ɢ ɩɪɢɜяɡаɬɶ ɟё ɤ 
ɫɜɨɢɦ ɭɫɬɪɨɣɫɬɜаɦ ɞɥя ɫɢɧɯɪɨɧɢɡаɰɢɢ. ɍчɟɬɧɵɟ 
ɞаɧɧɵɟ ɯɪаɧяɬɫя ɜ ɬаɛɥɢɰɟ ɩɨɥɶɡɨɜаɬɟɥɟɣ. 

ɉɨɪяɞɨɤ ɪɟɝɢɫɬɪаɰɢɢ ɧɨɜɨɝɨ 
ɩɨɥɶɡɨɜаɬɟɥя ɜ ɫɢɫɬɟɦɟ ɩɨɤаɡаɧ ɧа ɪɢɫɭɧɤɟ γ. 

 

 
 

Ɋɢɫɭɧɨɤ γ – ɉɨɪяɞɨɤ ɪɟɝɢɫɬɪаɰɢɢ ɩɨɥɶɡɨɜаɬɟɥɟɣ 
ɜ ɢɧɮɨɪɦаɰɢɨɧɧɨɣ ɫɢɫɬɟɦɟ 

 

ɋɟɪɢɣɧɵɣ ɧɨɦɟɪ ɞɥя ɪɟɝɢɫɬɪаɰɢɢ 
ɧɨɜɨɝɨ ɭɫɬɪɨɣɫɬɜа ɜɵɞаɟɬɫя аɞɦɢɧɢɫɬɪаɬɨɪɨɦ 
ɪɟɫɭɪɫа ɧа ɫɴɟɦɧɨɦ ɧɨɫɢɬɟɥɟ ɜɦɟɫɬɟ ɫ ɨɬɤɪɵɬɵɦ 
ɤɥɸчɨɦ ɲɢɮɪɨɜаɧɢя. Ʉɨɧɟчɧɵɣ ɩɨɥɶɡɨɜаɬɟɥɶ 
ɢɫɩɨɥɶɡɭɟɬ ɷɬɢ ɦаɬɟɪɢаɥɵ ɞɥя ɪɟɝɢɫɬɪаɰɢɢ 
ɨɞɧɨɝɨ ɫɜɨɟɝɨ ɭɫɬɪɨɣɫɬɜа, ɤɨɬɨɪɨɟ ɩɨɥɭчɢɬ 
ɞɨɫɬɭɩ ɤ ɡащɢщаɟɦɨɦɭ ɭɫɬɪɨɣɫɬɜɭ. ɉɨɞ ɬɨɤɟɧɨɦ 
ɩɨɥɶɡɨɜаɬɟɥя ɩɨɧɢɦаɟɬɫя ɡаɲɢɮɪɨɜаɧɧɵɣ 
ɢɞɟɧɬɢɮɢɤаɬɨɪ ɭɫɬɪɨɣɫɬɜа. ɋɟɪɜɟɪ ɩɪɨɜɟɪяɟɬ 
ɩɨɥɭчɟɧɧɵɟ ɡаɲɢɮɪɨɜаɧɧɵɟ ɞаɧɧɵɟ, ɢ ɟɫɥɢ 
ɫɟɪɢɣɧɵɣ ɧɨɦɟɪ ɞɟɣɫɬɜɢɬɟɥɶɧɨ ɫɭщɟɫɬɜɭɟɬ ɜ 
ɛаɡɟ ɞаɧɧɵɯ ɢ ɟщɟ ɧɟ ɛɵɥ аɤɬɢɜɢɪɨɜаɧ, ɬɨ ɧɨɜɨɟ 
ɭɫɬɪɨɣɫɬɜɨ ɩɨɥɭчаɟɬ ɞɨɫɬɭɩ ɤ ɡащɢщаɟɦɨɦɭ 
ɪɟɫɭɪɫɭ. 

ɋɬɚɧɞɚɪɬɧɵɟ ɚɥɝɨɪɢɬɦɵ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ, ɞɨɫɬɨɢɧɫɬɜɚ ɢ 
ɧɟɞɨɫɬɚɬɤɢ 

ɂɡɜɟɫɬɧɵɟ ɦɟɬɨɞɵ аɭɬɟɧɬɢɮɢɤаɰɢɢ: 
– ɩɪɨɬɨɤɨɥ аɭɬɟɧɬɢɮɢɤаɰɢɢ ɇɢɞɯɟɦа-  

ɒɪёɞɟɪа ДγЖ; 
– ɩɪɨɬɨɤɨɥ аɭɬɟɧɬɢɮɢɤаɰɢɢ ɩɨ 

ɤɜɢɬɢɪɨɜаɧɢɸ ɜɵɡɨɜа Д4, ɫ. 860Ж; 
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– аɭɬɟɧɬɢɮɢɤаɰɢя ɧа ɨɫɧɨɜɟ 
ɨɞɧɨɪаɡɨɜɨɝɨ ɩаɪɨɥя Д4, ɫ. 861Ж; 

– аɭɬɟɧɬɢɮɢɤаɰɢя ɧа ɨɫɧɨɜɟ 
ɫɟɪɬɢɮɢɤаɬɨɜ Д4, ɫ. 86γЖ; 

– ɩɪɨɬɨɤɨɥ аɭɬɟɧɬɢɮɢɤаɰɢɢ OAЮЭС β.0 
[5]. 

ɉɪɨɬɨɤɨɥ ɇɢɞɯɟɦа – ɒɪёɞɟɪа ɩɨɡɜɨɥяɟɬ 
ɜɡаɢɦɧɨ аɭɬɟɧɬɢɮɢɰɢɪɨɜаɬɶ ɞɜɟ ɫɬɨɪɨɧɵ 
ɩɨɫɪɟɞɫɬɜɨɦ ɭɞɨɫɬɨɜɟɪяɸщɟɝɨ ɰɟɧɬɪа. 
Ɋɟаɥɢɡаɰɢɟɣ ɞаɧɧɨɝɨ ɩɪɨɬɨɤɨɥа яɜɥяɟɬɫя ɫɢɫɬɟɦа 
KОrЛОrШs Д6Ж, ɢɫɩɨɥɶɡɭɟɦая ɜ Microsoft 

ActiveDirectory ɢ OpenLDAP ɞɥя Linux. ɋɟɪɜɟɪ 
аɭɬɟɧɬɢɮɢɤаɰɢɢ ɯɪаɧɢɬ ɫɟɤɪɟɬɧɵɟ ɤɥɸчɢ ɜɫɟɯ 
аɛɨɧɟɧɬɨɜ. Ʉɥɢɟɧɬɵ Ⱥ ɢ Ȼ ɭɫɬаɧаɜɥɢɜаɸɬ 
ɡащɢщɟɧɧɨɟ ɫɨɟɞɢɧɟɧɢɟ ɜ ɫɥɟɞɭɸщɟɣ 
ɩɨɫɥɟɞɨɜаɬɟɥɶɧɨɫɬɢ: 

 Ⱥ → CA: дȺ, Ȼ, ІȺ1} (1.1) 

ɝɞɟ ІȺ1 – ɨɞɧɨɪаɡɨɜɵɣ ɢɞɟɧɬɢɮɢɤаɬɨɪ ɤɥɢɟɧɬа Ⱥ. 
ɉɨɥɭчɢɜ ɷɬɨ ɫɨɨɛщɟɧɢɟ, ɋȺ ɢɡɜɥɟɤаɟɬ 

ɢɡ ɛаɡɵ ɞаɧɧɵɯ ɫɟɤɪɟɬɧɵɟ ɤɥɸчɢ аɛɨɧɟɧɬɨɜ Ⱥ ɢ 
Ȼ, ɜɵчɢɫɥяɟɬ ɫɟɫɫɢɨɧɧɵɣ ɤɥɸч Ʉ, ɢ ɨɬɩɪаɜɥяɟɬ 
ɫɥɟɞɭɸщɭɸ ɢɧɮɨɪɦаɰɢɸ: 
 ɋȺ → A: (IA1, Ȼ, K, {K, A}

KȻ
)

KA 
(1.2) 

ɝɞɟ ɄȻ ɢ ɄȺ – ɫɟɤɪɟɬɧɵɟ ɤɥɸчɢ аɛɨɧɟɧɬɨɜ. 
ɋɭɛɴɟɤɬ Ⱥ ɪаɫɲɢɮɪɨɜɵɜаɟɬ ɩɨɥɭчɟɧɧɵɣ 

ɩаɤɟɬ, ɢ ɩɟɪɟɞаɟɬ ɫɭɛɴɟɤɬɭ Ȼ ɞаɧɧɭɸ 
ɢɧɮɨɪɦаɰɢɸ: 
 Ⱥ → Ȼ: дK, AжKȻ 

(1.3) 

ɋɭɛɴɟɤɬ Ȼ ɪаɫɲɢɮɪɨɜɵɜаɟɬ ɩɨɥɭчɟɧɧɵɣ 
ɩаɤɟɬ ɢ ɨɬɩɪаɜɥяɟɬ Ⱥ ɫɜɨɣ ɢɞɟɧɬɢɮɢɤаɬɨɪ: 
 Ȼ → Ⱥ: д ІȻ}

K 
(1.4) 

Ɉɠɢɞаɟɬɫя ɨɬɤɥɢɤ аɛɨɧɟɧɬа Ⱥ: 
 Ⱥ → Ȼ: дІȻ - 1}

K 
(1.5) 

Ɍаɤɢɦ ɨɛɪаɡɨɦ, ɨɛа аɛɨɧɟɧɬа ɩɪɨɲɥɢ 

ɜɡаɢɦɧɭɸ аɭɬɟɧɬɢɮɢɤаɰɢɸ. 
ɉɪɨɬɨɤɨɥ ɇɢɞɯɟɦа–ɒɪёɞɟɪа 

ɨɛɟɫɩɟчɢɜаɟɬ ɧаɞɟɠɧɭɸ аɭɬɟɧɬɢɮɢɤаɰɢɸ 
аɛɨɧɟɧɬɨɜ. 

Ⱥɭɬɟɧɬɢɮɢɤаɰɢя ɩɨ ɤɜɢɬɢɪɨɜаɧɢɸ 
ɜɵɡɨɜа Д7Ж ɡаɤɥɸчаɟɬɫя ɜ ɩɟɪɟɞачɟ 
ɯɟɲɢɪɨɜаɧɧɨɝɨ ɩаɪɨɥя ɦɟɠɞɭ ɞɜɭɦя аɛɨɧɟɧɬаɦɢ. 
ɋɯɟɦа аɭɬɟɧɬɢɮɢɤаɰɢɢ ɦɟɠɞɭ ɤɥɢɟɧɬɨɦ Ⱥ ɢ 
ɫɟɪɜɟɪɨɦ Ȼ: 
 Ⱥ → Ȼ: дɡаɩɪɨɫ ɧа аɭɬɟɧɬɢɮɢɤаɰɢɸж (2.1) 

 Ȼ → Ⱥ: {ID, Challenge} (2.2) 

 Ⱥ → Ȼ: { d(ID, Challenge, d(password)) }(2.3) 

ɝɞɟ d – ɮɭɧɤɰɢя ɯɟɲɢɪɨɜаɧɢя. 
ɋɟɪɜɟɪ ɫɪаɜɧɢɜаɟɬ ɩɨɥɭчɟɧɧɨɟ ɡɧачɟɧɢɟ 

ɫ ɨɠɢɞаɟɦɵɦ ɡɧачɟɧɢɟɦ, ɢ ɟɫɥɢ ɪɟɡɭɥɶɬаɬɵ 
ɫɨɜɩаɞаɸɬ: 
 Ȼ → Ⱥ: д SЮccess } (2.4) 

ɇаɞɟɠɧɨɫɬɶ ɞаɧɧɨɝɨ аɥɝɨɪɢɬɦа 
аɭɬɟɧɬɢɮɢɤаɰɢɢ ɡаɜɢɫɢɬ ɨɬ ɫɥɨɠɧɨɫɬɢ ɩаɪɨɥя, 
ɩɨɫɤɨɥɶɤɭ ɢɡɜɟɫɬɟɧ ɫɥɭчаɣ ɜɡɥɨɦа ɞаɧɧɨɝɨ 
аɥɝɨɪɢɬɦа ɫ ɩɨɦɨщɶɸ аɥɝɨɪɢɬɦа ɩɪяɦɨɝɨ 
ɩɟɪɟɛɨɪа. 

Ⱦɥя аɭɬɟɧɬɢɮɢɤаɰɢɢ ɩɨ ɨɞɧɨɪаɡɨɜɨɦɭ 
ɩаɪɨɥɸ ɢɫɩɨɥɶɡɭɟɬɫя аɩɩаɪаɬɧɵɟ ɢɥɢ 
ɩɪɨɝɪаɦɦɧɵɟ ɭɫɬɪɨɣɫɬɜа, ɧаɡɵɜаɟɦɵɟ ɬɨɤɟɧаɦɢ. 
Ɉɧɢ ɜɵчɢɫɥяɸɬ ɡɧачɟɧɢɟ ɨɞɧɨɪаɡɨɜɨɝɨ ɩаɪɨɥя 

ɩɨ ɬаɣɦɟɪɭ. ɉɨɥɶɡɨɜаɬɟɥɶ ɜɜɨɞɢɬ ɷɬɨɬ ɩаɪɨɥɶ ɞɥя 
аɭɬɟɧɬɢɮɢɤаɰɢɢ. ɋɟɪɜɟɪ ɜɵɩɨɥɧяɟɬ ɜɵчɢɫɥɟɧɢя 
ɩɨ ɬɨɦɭ ɠɟ аɥɝɨɪɢɬɦɭ, чɬɨ ɡаɥɨɠɟɧ ɜ аɩɩаɪаɬɧɨɦ 
ɤɥɸчɟ. ɉɪɟɢɦɭщɟɫɬɜɨ ɞаɧɧɨɝɨ ɫɩɨɫɨɛа ɜ 
ɧаɞɟɠɧɨɫɬɢ ɨɞɧɨɪаɡɨɜɨɝɨ ɩаɪɨɥя ɩɨ ɫɪаɜɧɟɧɢɸ ɫ 
ɭɫɥɨɜɧɨ-ɩɨɫɬɨяɧɧɵɦ ɩаɪɨɥɟɦ. 

 ɉɪɢ аɭɬɟɧɬɢɮɢɤаɰɢɢ ɧа ɨɫɧɨɜɟ 
ɫɟɪɬɢɮɢɤаɬɨɜ ɢɧɮɨɪɦаɰɢɸ ɨ ɩɨɥɶɡɨɜаɬɟɥяɯ 
ɩɪɟɞɨɫɬаɜɥяɸɬ ɫаɦɢ ɩɨɥɶɡɨɜаɬɟɥɢ ɫ ɩɨɦɨщɶɸ 
ɫɟɪɬɢɮɢɤаɬɨɜ, ɤɨɬɨɪɵɟ ɜɵɞаɟɬ ɰɟɧɬɪаɥɢɡɨɜаɧɧая 
ɨɪɝаɧɢɡаɰɢя. ɋɟɪɬɢɮɢɰɢɪɭɸщɢɟ ɨɪɝаɧɢɡаɰɢɢ 
ɩɭɛɥɢɤɭɸɬ ɫɜɨɢ ɨɬɤɪɵɬɵɟ ɤɥɸчɢ, ɧɟɨɛɯɨɞɢɦɵɟ 
ɞɥя ɩɪɨɜɟɪɤɢ ɰɢɮɪɨɜɵɯ ɫɟɪɬɢɮɢɤаɬɨɜ. 
ɋɟɪɬɢɮɢɤаɬ ɫɨɞɟɪɠɢɬ: ɨɬɤɪɵɬɵɣ ɤɥɸч ɜɥаɞɟɥɶɰа 
ɫɟɪɬɢɮɢɤаɬа; ɫɜɟɞɟɧɢя ɨ ɜɥаɞɟɥɶɰɟ; 
ɧаɢɦɟɧɨɜаɧɢɟ ɫɟɪɬɢɮɢɰɢɪɭɸщɟɣ ɨɪɝаɧɢɡаɰɢɢ; 
ɷɥɟɤɬɪɨɧɧая ɩɨɞɩɢɫɶ ɫɟɪɬɢɮɢɤаɬа, 
ɡаɲɢɮɪɨɜаɧɧая ɡаɤɪɵɬɵɦ ɤɥɸчɨɦ ɨɪɝаɧɢɡаɰɢɢ. 
Ⱦаɧɧɵɣ ɦɟɬɨɞ ɢɫɩɨɥɶɡɭɟɬɫя, ɤɨɝɞа ɢɡɜɟɫɬɧɨ 
ɤɨɥɢчɟɫɬɜɨ ɫɟɪɬɢɮɢɰɢɪɭɸщɢɯ ɨɪɝаɧɢɡаɰɢɣ. 

Ɇɟɬɨɞ аɭɬɟɧɬɢɮɢɤаɰɢɢ OAЮЭС β.0 
ɩɨɡɜɨɥяɟɬ ɩɨɥɭчɢɬɶ ɞɨɫɬɭɩ ɤ ɧɟɫɤɨɥɶɤɢɦ 
ɫɟɬɟɜɵɦ ɪɟɫɭɪɫаɦ ɫ ɩɨɦɨщɶɸ ɨɞɧɨɣ ɭчɟɬɧɨɣ 
ɡаɩɢɫɢ ɛɟɡ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɩɟɪɟɞачɢ ɥɨɝɢɧа ɢ 
ɩаɪɨɥя. ɍяɡɜɢɦɨɫɬɶ ɫɢɫɬɟɦɵ ɜ ɬɨɦ, чɬɨ ɩɪɢ 
ɩɨɥɭчɟɧɢɢ ɧɟɫаɧɤɰɢɨɧɢɪɨɜаɧɧɨɝɨ ɞɨɫɬɭɩа ɤ 
ɨɞɧɨɦɭ ɪɟɫɭɪɫɭ ɩɨɬɟɧɰɢаɥɶɧɵɣ ɡɥɨɭɦɵɲɥɟɧɧɢɤ 
ɩɨɥɭчаɟɬ ɞɨɫɬɭɩ ɫɪаɡɭ ɤɨ ɜɫɟɦ ɪɟɫɭɪɫаɦ. 

Ɍаɤɠɟ ɫɭщɟɫɬɜɭɟɬ ɞɜɭɯɮаɤɬɨɪɧая 
аɭɬɟɧɬɢɮɢɤаɰɢя, ɤɨɝɞа ɩɪɨɜɟɪɤа ɨɫɭщɟɫɬɜɥяɟɬɫя 
ɩɨ ɧɟɫɤɨɥɶɤɢɦ аɭɬɟɧɬɢɮɢɰɢɪɭɸщɢɦ 
ɨɫɨɛɟɧɧɨɫɬяɦ: ɨɩɪɟɞɟɥɟɧɧɨɦɭ ɫɜɨɣɫɬɜɭ, ɡɧаɧɢɸ 
ɢɥɢ ɜɥаɞɟɧɢɸ. Ɍаɤɨɣ ɩɨɞɯɨɞ ɨɛɟɫɩɟчɢɜаɟɬ 
ɛɨɥɶɲɭɸ ɧаɞɟɠɧɨɫɬɶ ɢ ɢɫɩɨɥɶɡɭɟɬɫя ɜ 
ɷɥɟɤɬɪɨɧɧɨɣ ɩɨчɬɟ ɢɥɢ ɛаɧɤɨɜɫɤɨɣ ɫɢɫɬɟɦɟ. 

ɉɪɟɞɥɚɝɚɟɦɵɣ ɚɥɝɨɪɢɬɦ 
ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ 

ɉɪɟɞɥаɝаɟɦɵɣ аɥɝɨɪɢɬɦ 
аɭɬɟɧɬɢɮɢɤаɰɢɢ ɩɨɡɜɨɥяɟɬ ɩɨɥɭчɢɬɶ ɞɨɫɬɭɩ ɤ 
ɡащɢщаɟɦɨɦɭ ɪɟɫɭɪɫɭ ɛɟɡ ɧɟɨɛɯɨɞɢɦɨɫɬɢ 
ɩɟɪɟɞачɢ ɥɨɝɢɧа ɢ ɩаɪɨɥя. Ⱥɭɬɟɧɬɢɮɢɤаɰɢя 
ɨɫɧɨɜɵɜаɟɬɫя ɧа ɜɥаɞɟɧɢɢ ɫɟɤɪɟɬɧɵɦ ɫɟɪɢɣɧɵɦ 
ɧɨɦɟɪɨɦ ɞɥя ɞɨɫɬɭɩа ɤ ɪɟɫɭɪɫɭ ɫ ɨɞɧɨɝɨ 
ɭɫɬɪɨɣɫɬɜа. ȼ ɨɬɥɢчɢɢ ɨɬ ɫɬаɧɞаɪɬɧɵɯ ɫɩɨɫɨɛɨɜ 
аɜɬɨɪɢɡаɰɢɢ, ɝɞɟ ɪɟɝɢɫɬɪɢɪɭɸɬɫя ɩɨɥɶɡɨɜаɬɟɥɢ, 
ɩɪɟɞɥаɝаɟɬɫя ɫɩɨɫɨɛ ɪɟɝɢɫɬɪаɰɢɢ ɭɫɬɪɨɣɫɬɜ. 

Ⱥɜɬɨɪɢɡɭɟɦɵɣ ɩɨɥɶɡɨɜаɬɟɥɶ ɨɛɥаɞаɟɬ 
ɭɧɢɤаɥɶɧɵɦ ɫɟɪɢɣɧɵɦ ɧɨɦɟɪɨɦ SN ɢ ɨɬɤɪɵɬɵɦ 
ɤɥɸчɨɦ ɨɪɝаɧɢɡаɰɢɢ Ʉ ɞɥя аɫɫɢɦɟɬɪɢчɧɨɝɨ 
ɲɢɮɪɨɜаɧɢя. 

Ʉɥɢɟɧɬ ɝɟɧɟɪɢɪɭɟɬ ɤɥɸч ɫɟɫɫɢɢ ɞɥя 
ɡащɢщɟɧɧɨɝɨ ɫɨɟɞɢɧɟɧɢя: 
Ⱥ → Ȼ: дɡаɩɪɨɫ ɧа аɭɬɟɧɬɢɮɢɤаɰɢɸ, SKжK 

(3.1) 

ɋɟɪɜɟɪ аɭɬɟɧɬɢɮɢɤаɰɢɢ ɨɬɩɪаɜɥяɟɬ 
ɡаɲɢɮɪɨɜаɧɧɵɣ ɤɥɸч ɞɥя аɭɬɟɧɬɢɮɢɤаɰɢɢ EK: 

 Ȼ → Ⱥ: {ID, Challenge, EK}
SK 

(3.2) 

Ʉɥɢɟɧɬ ɨɬɩɪаɜɥяɟɬ аɭɬɟɧɬɢɮɢɰɢɪɭɸщɢɟ 
ɞаɧɧɵɟ ɫɟɪɜɟɪɭ: 
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 Ⱥ → Ȼ: { ID, Challenge, HARD, d(SN)}
EK

(3.3) 

ɝɞɟ HARD – ɫɟɪɢɮɧɵɣ ɧɨɦɟɪ ɠɟɫɬɤɨɝɨ ɞɢɫɤа 
ɤɥɢɟɧɬа. 

ɋɟɪɜɟɪ аɭɬɟɧɬɢɮɢɤаɰɢɢ 
ɪаɫɲɢɮɪɨɜɵɜаɟɬ ɩɨɥɭчɟɧɧɵɣ ɩаɤɟɬ ɫɜɨɢɦ 
ɡаɤɪɵɬɵɦ ɤɥɸчɨɦ, ɢ ɟɫɥɢ ɞаɣɞɠɟɫɬ ɫɟɪɢɮɧɨɝɨ 
ɧɨɦɟɪа ɩɨ ɛаɡɟ ɞаɧɧɵɯ ɫɨɨɬɜɟɬɫɬɜɭɟɬ ɞаɧɧɨɦɭ 
ɭɫɬɪɨɣɫɬɜɭ, ɬɨ ɜɨɡɜɪащаɟɬ ɫɟɪɬɢɮɢɤаɬ ɞɨɫɬɭɩа, 
ɡаɲɢɮɪɨɜаɧɧɵɣ ɫɟɤɪɟɬɧɵɦ ɤɥɸчɨɦ CK: 

 Ȼ → Ⱥ: д PK, { UUID, HARD }
CK 

}
EK

(3.4) 

ɝɞɟ UUID – ɭɧɢɤаɥɶɧɵɣ ɢɞɟɧɬɢɮɢɤаɬɨɪ ɫɟɫɫɢɢ; 
ɋK – ɫɝɟɧɟɪɢɪɨɜаɧɧɵɣ ɫɟɤɪɟɬɧɵɣ ɤɥɸч ɞаɧɧɨɣ 
ɫɟɫɫɢɢ; PK – ɨɬɤɪɵɬɵɣ ɤɥɸч ɤɥɢɟɧɬа ɞɥя 
ɲɢɮɪɨɜаɧɢя ɩɟɪɟɞаɜаɟɦɵɯ ɞаɧɧɵɯ ɩɨɜɬɨɪɧɨɣ 
аɭɬɟɧɬɢɮɢɤаɰɢɢ. 

Ⱦаɥɟɟ ɤɥɢɟɧɬ ɫɨɯɪаɧяɟɬ ɤɥɸч PK ɢ 
аɭɬɟɧɬɢɮɢɰɢɪɭɟɬɫя ɫ ɩɨɦɨщɶɸ ɩɨɥɭчɟɧɧɨɝɨ 
ɫɟɪɬɢɮɢɤаɬа: 
 Ⱥ → Ȼ: дHARD, {UUID, HARD}

CK
 }

PK
(3.5) 

ɋɟɪɜɟɪ ɪаɫɲɢɮɪɨɜɵɜаɟɬ ɞаɧɧɵɣ ɩаɤɟɬ ɢ 
ɧаɯɨɞɢɬ ɢɞɟɧɬɢɮɢɤаɬɨɪ ɫɟɫɫɢɢ ɜ ɛаɡɟ ɞаɧɧɵɯ. 
ȿɫɥɢ ɩɟɪɟɞаɧɧɵɣ ɢɞɟɧɬɢɮɢɤаɬɨɪ ɭɫɬɪɨɣɫɬɜа 
ɫɨɜɩаɞаɟɬ ɫ ɡаɲɢɮɪɨɜаɧɧɵɦ ɜ ɫɟɪɬɢɮɢɤаɬɟ ɢ ɜ 
ɛаɡɟ ɞаɧɧɵɯ, ɬɨ ɤɥɢɟɧɬɭ ɩɪɟɞɨɫɬаɜɥяɟɬɫя ɞɨɫɬɭɩ. 

ȼ ɨɬɥɢчɢɟ ɨɬ ɩɪɨɬɨɤɨɥа ɇɢɞɯɟɦа – 

ɒɪёɞɟɪа, ɜ ɩɪɟɞɥɨɠɟɧɧɨɦ ɫɩɨɫɨɛɟ ɭяɡɜɢɦɵɦɢ 
яɜɥяɸɬɫя ɫɟɪɢɣɧɵɟ ɧɨɦɟɪа. ɉɨɷɬɨɦɭ ɢɯ 
ɧɟɨɛɯɨɞɢɦɨ ɯɪаɧɢɬɶ ɢ ɩɟɪɟɞаɜаɬɶ ɧаɞɟɠɧɵɦɢ 
ɤаɧаɥаɦɢ, чɟɪɟɡ ɫɴɟɦɧɵɟ ɧɨɫɢɬɟɥɢ. 

ɋɟɪɢɣɧɵɟ ɧɨɦɟɪа ɝɟɧɟɪɢɪɭɸɬɫя ɧа 
ɫɟɪɜɟɪɟ, ɤаɤ ɫɥɭчаɣɧɵɟ ɩɨɫɥɟɞɨɜаɬɟɥɶɧɨɫɬɢ ɛɭɤɜ 
ɢ ɰɢɮɪ. ȼ ɬаɛɥɢɰɭ ɤɥɸчɟɣ ɡаɩɢɫɵɜаɸɬɫя 
ɡɧачɟɧɢя ɮɭɧɤɰɢɢ ɯɟɲɢɪɨɜаɧɢя ɞɥя 
ɫɝɟɧɟɪɢɪɨɜаɧɧɵɯ ɤɥɸчɟɣ. 

Ⱦɥя ɩɨɥɭчɟɧɢя ɞаɣɞɠɟɫɬа 
ɩɪɟɞɩɨɥаɝаɟɬɫя ɢɫɩɨɥɶɡɨɜаɬɶ аɥɝɨɪɢɬɦ MD5 Д8Ж. 
Ɉɞɧаɤɨ ɪаɡɪаɛаɬɵɜаɟɬɫя ɧɨɜɵɣ аɥɝɨɪɢɬɦ, 
ɨɫɧɨɜаɧɧɵɣ ɧа ɥɨɝɢчɟɫɤɨɣ ɮɭɧɤɰɢɢ, ɨɩɢɫаɧɧɨɣ 
ɜ ɫɥɟɞɭɸщɟɦ ɩɭɧɤɬɟ. 

Ⱥɜɬɨɪɫɤɢɣ ɚɥɝɨɪɢɬɦ ɯɟɲɢɪɨɜɚɧɢɹ  
Ⱥɥɝɨɪɢɬɦ ɜɵчɢɫɥɟɧɢя ɞаɣɞɠɟɫɬа 

ɫɨɨɛщɟɧɢя ɦɨɠɧɨ ɦɨɞɢɮɢɰɢɪɨɜаɬɶ, ɟɫɥɢ 
ɢɫɩɨɥɶɡɨɜаɬɶ ɧɨɜɵɣ ɜɢɞ ɩɪɟɨɛɪаɡɨɜаɧɢя, 
ɢɡɨɛɪаɠɟɧɧɨɝɨ ɧа ɪɢɫɭɧɤɟ 4. 
 

 
 

Ɋɢɫɭɧɨɤ 4 – ɉɪɟɨɛɪаɡɨɜаɧɢɟ ɞɥя ɧɨɜɨɣ ɮɭɧɤɰɢɢ 
ɯɟɲɢɪɨɜаɧɢя 

 

ɉɨɛɢɬɨɜая ɮɭɧɤɰɢя F ɢɦɟɟɬ ɫɥɟɞɭɸщɢɣ 
ɜɢɞ: 
F(X1, X2, X3, X4) = X1ޔX3ޕX2ޔX4ޕ X2ޔX3 (4.1) 

ɝɞɟ ɨɩɟɪаɰɢɢ ɤɨɧɴɸɧɤɰɢɢ ɢ ɞɢɡɴɸɧɤɰɢɢ 
ɜɵɩɨɥɧяɸɬɫя ɞɥя ɤаɠɞɨɝɨ ɛɢɬа ɢɫɯɨɞɧɨɝɨ 
ɡɧачɟɧɢя. 

ɇаɛɨɪ ɜɵɯɨɞɧɵɯ ɡɧачɟɧɢɣ ɨɩɪɟɞɟɥяɟɬɫя 
ɜɵɪаɠɟɧɢяɦɢ: 
Y1 = F(X1, X2, X3, ¬X4); Y2 = F(X4, X1, X2, ¬X3); Y3 

= F(X3, X4, X1, ¬X2); Y4 = F(X2, X3, X4, ¬X1); (4.2) 

Ɍаɛɥɢɰа ɢɫɬɢɧɧɨɫɬɢ ɮɭɧɤɰɢɢ (4.1) ɢɦɟɟɬ 
ɨɞɢɧаɤɨɜɨɟ ɤɨɥɢчɟɫɬɜɨ ɡɧачɟɧɢɣ 1 ɢ 0. ɗɬɨ 
ɝаɪаɧɬɢɪɭɟɬ ɨɞɧɨɡɧачɧɨɫɬɶ ɩɪɟɨɛɪаɡɨɜаɧɢя. 
ɉɨɫɪɟɞɫɬɜɨɦ ɢɫɩɨɥɶɡɨɜаɧɢя ɨɫɧɨɜɧɵɯ ɡаɤɨɧɨɜ 
ɛɭɥɟɜɨɣ аɥɝɟɛɪɵ Д9, ɫ. 81Ж ɢɥɢ ɫ ɩɨɦɨщɶɸ ɩаɤɟɬа 
Wolfram Mathematica ɛɵɥɨ ɧɟɫɥɨɠɧɨ ɩɨɤаɡаɬɶ, 
чɬɨ ɨɛɪаɬɧɨɟ ɩɪɟɨɛɪаɡɨɜаɧɢɟ ɜɨɡɦɨɠɧɨ: 
X1 = F(Y1, Y2, Y3, ¬Y4); X2 = F(Y4, Y1, Y2, ¬Y3); X3 

= F(Y3, Y4, Y1, ¬Y2); X4 = F(Y2, Y3, Y4, ¬Y1); (4.3) 

ɉɨɷɬɨɦɭ ɞɥя ɩɨɥɭчɟɧɢя ɧɟɨɛɪаɬɢɦɨɝɨ 
ɪɟɡɭɥɶɬаɬа ɧɟɨɛɯɨɞɢɦɨ ɜɵɩɨɥɧɢɬɶ ɮɭɧɤɰɢɸ 
ɫɜɟɪɬɤɢ: 
S(Y1, Y2, Y3, Y4) = F(Y1 >> 2, Y2 >> 4, Y3 >>  

6, ¬Y4) XOR F(Y4  >> 1, Y1 >> 3, Y2 >> 5, ¬Y3 >>  

7) (4.4) 

ɝɞɟ ɨɩɟɪаɬɨɪ >> ɨɛɨɡɧачаɟɬ ɩɨɛɢɬɨɜɵɣ 
ɰɢɤɥɢчɟɫɤɢɣ ɫɞɜɢɝ. 

ɉɨɥɭчɟɧɧɨɟ ɜ ɪɟɡɭɥɶɬаɬɟ ɡɧачɟɧɢɟ 
яɜɥяɟɬɫя ɮɭɧɤɰɢɟɣ ɨɬ 8 ɧɟɡаɜɢɫɢɦɵɯ аɪɝɭɦɟɧɬɨɜ 
ɢ ɞɥя ɧаɯɨɠɞɟɧɢя ɢɫɯɨɞɧɨɝɨ ɡɧачɟɧɢя 
ɧɟɨɛɯɨɞɢɦ ɩɨɥɧɵɣ ɩɟɪɟɛɨɪ. 

ȼɵɜɨɞɵ 

ɉɪɟɞɥɨɠɟɧɧɵɣ аɥɝɨɪɢɬɦ ɪɟɲаɟɬ 
ɩɪɨɛɥɟɦɭ аɭɬɟɧɬɢɮɢɤаɰɢɢ ɛɟɡ ɧɟɨɛɯɨɞɢɦɨɫɬɢ 
ɜɜɨɞа ɥɢчɧɵɯ ɞаɧɧɵɯ. Ɍɪаɞɢɰɢɨɧɧая 
аɜɬɨɪɢɡаɰɢя ɜ ɂɧɬɟɪɧɟɬɟ ɩɪɟɞɩɨɥаɝаɟɬ 
ɪɟɝɢɫɬɪаɰɢɸ ɩɨɥɶɡɨɜаɬɟɥɟɣ ɫ ɜɜɨɞɨɦ ɢɦɟɧɢ 
ɩɨɥɶɡɨɜаɬɟɥя ɢ ɞɪɭɝɢɯ ɟɝɨ ɩɟɪɫɨɧаɥɶɧɵɯ ɞаɧɧɵɯ. 
Ɉɛяɡаɬɟɥɶɧɵɦ ɩɭɧɤɬɨɦ ɪɟɝɢɫɬɪаɰɢɢ яɜɥяɟɬɫя 
ɫɨɝɥаɫɢɟ ɩɨɥɶɡɨɜаɬɟɥя ɧа ɨɛɪаɛɨɬɤɭ 
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ɩɟɪɫɨɧаɥɶɧɵɯ ɞаɧɧɵɯ. ɉɪɟɞɥɨɠɟɧɧɵɣ ɦɟɬɨɞ 
аɭɬɟɧɬɢɮɢɤаɰɢɢ ɪɟɲаɟɬ ɩɪɨɛɥɟɦɭ ɪɟɝɢɫɬɪаɰɢɢ, 
ɤɨɝɞа ɩɨɥɶɡɨɜаɬɟɥɶ ɧɟ ɫɨɝɥаɫɟɧ ɫ ɩɨɫɥɟɞɧɢɦ 
ɩɭɧɤɬɨɦ. 

ɋɪɟɞɢ ɧɟɞɨɫɬаɬɤɨɜ ɦɟɬɨɞа яɜɥяɟɬɫя 
ɫɥаɛая ɡащɢщɟɧɧɨɫɬɶ ɫɟɪɜɟɪɧɵɯ ɤɥɸчɟɣ. 
ɉɨɥɭчɟɧɧɵɣ ɤɥɸч ɦɨɠɟɬ ɛɵɬɶ ɩɟɪɟɞаɧ ɬɪɟɬɶɢɦ 
ɥɢɰаɦ ɞɨ аɤɬɢɜаɰɢɢ, чɬɨ ɦɨɠɟɬ ɩɪɢɜɟɫɬɢ ɤ 
ɭɬɟчɤɟ ɢɧɮɨɪɦаɰɢɢ. ɉɨɷɬɨɦɭ ɩɪɟɞɭɫɦɨɬɪɟɧа 
ɜɨɡɦɨɠɧɨɫɬɶ ɫɜɨɟɜɪɟɦɟɧɧɨɝɨ ɛɥɨɤɢɪɨɜаɧɢя 
аɤɬɢɜɢɪɨɜаɧɧɵɯ ɤɥɸчɟɣ. 

ɉɪɟɞɥɨɠɟɧа ɬɟɨɪɟɬɢчɟɫɤая ɜɨɡɦɨɠɧɨɫɬɶ 
ɪаɡɪаɛɨɬɤɢ ɧɨɜɨɝɨ аɥɝɨɪɢɬɦа ɯɟɲɢɪɨɜаɧɢя. 
ɂɫɩɨɥɶɡɨɜаɧɢɟ ɪаɡɪаɛɨɬаɧɧɨɝɨ аɥɝɨɪɢɬɦа 
ɩɨɜɵɫɢɬ ɧаɞɟɠɧɨɫɬɶ ɩɪɟɞɥɨɠɟɧɧɨɝɨ ɦɟɬɨɞа 
аɭɬɟɧɬɢɮɢɤаɰɢɢ. 
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ȼɨɪɨɛɶɟɜ Ʌ.Ɉ., Чɟɪɧɵɲɨɜɚ Ⱥ.ȼ.  Ɂɚɳɢɬɚ ɜɟɛ-ɪɟɫɭɪɫɚ ɨɬ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɞɨɫɬɭɩɚ 
ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɦɟɬɨɞɚ ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ ɛɟɡ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɜɜɨɞɚ ɥɢɱɧɵɯ ɞɚɧɧɵɯ. ȼ 
ɫɬаɬɶɟ ɪаɫɫмаɬɪɢɜаɟɬɫɹ  мɟɬɨɞ аɭɬɟɧɬɢɮɢкацɢɢ, ɩɨɡɜɨɥɹɸɳɢɣ ɢɡɛаɜɢɬɶɫɹ ɨɬ 
ɧɟɨɛɯɨɞɢмɨɫɬɢ ɜɜɨɞа ɥɢɱɧɵɯ ɞаɧɧɵɯ ɩɨɥɶɡɨɜаɬɟɥɹ ɞɥɹ ɞɨɫɬɭɩа к ɜɟɛ-ɪɟɫɭɪɫɭ. 
ɉɪɨаɧаɥɢɡɢɪɨɜаɧɵ ɫɭɳɟɫɬɜɭɸɳɢɟ мɟɬɨɞɵ аɭɬɟɧɬɢɮɢкацɢɢ, ɨɩɪɟɞɟɥɟɧɵ ɢɯ ɞɨɫɬɨɢɧɫɬɜа 
ɢ ɧɟɞɨɫɬаɬкɢ. Ɉɩɢɫɵɜаɟɬɫɹ аɜɬɨɪɫкɢɣ аɥɝɨɪɢɬм ɯɟɲɢɪɨɜаɧɢɹ,  ɩɪɢɜɨɞɢɬɫɹ ɨɛɨɫɧɨɜаɧɢɟ 
ɟɝɨ ɩɪɢмɟɧɟɧɢɹ ɜ ɪаɡɪаɛɨɬаɧɧɨм мɟɬɨɞɟ аɭɬɟɧɬɢɮɢкацɢɢ. 
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ɞɨɫɬɭɩ, ɢɧɮɨɪмацɢɨɧɧаɹ ɫɢɫɬɟма 
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