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ɍȾɄ 004.056.5 

ɉɪɨɝɪɚɦɦɧɚɹ ɫɢɫɬɟɦɚ ɜɫɬɪɚɢɜɚɧɢɹ ɢɧɮɨɪɦɚɰɢɢ ɜ ɢɡɨɛɪɚɠɟɧɢɹ ɫ 
ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɫɬɟɝɚɧɨɝɪɚɮɢɱɟɫɤɢɯ ɢ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɚɥɝɨɪɢɬɦɨɜ 

Ⱥ.Ⱥ. ȿɝɨɪɨв, Ⱥ.ȼ. ɑɟɪɧɵɲɨвɚ 

Ⱦɨɧɟɰɤɢɣ ɧɚɰɢɨɧɚɥɶɧɵɣ ɬɟɯɧɢɱɟɫɤɢɣ ɭɧɢвɟɪɫɢɬɟɬ 

yegorov0725@yandex.ru, alla@pmi.dgtu.donetsk.ua  

  

  

ȿɝɨɪɨɜ Ⱥ.Ⱥ., ɑɟɪɧɵɲɨɜɚ Ⱥ.ȼ. ɉɪɨɝɪɚɦɦɧɚɹ ɫɢɫɬɟɦɚ ɜɫɬɪɚɢɜɚɧɢɹ ɢɧɮɨɪɦɚɰɢɢ ɜ ɢɡɨɛɪɚɠɟɧɢɹ 
ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɫɬɟɝɚɧɨɝɪɚɮɢɱɟɫɤɢɯ ɢ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɚɥɝɨɪɢɬɦɨɜ. ȼ ɫɬɚɬɶɟ ɨɩиɫɚɧɵ 
ɨɫɧɨɜɧɵɟ ɫɬɪуɤɬуɪɵ и ɚɥɝɨɪиɬɦɵ ɪɚɡɪɚɛɨɬɚɧɧɨɣ ɩɪɨɝɪɚɦɦɧɨɣ ɫиɫɬɟɦɵ ɡɚщиɬɵ иɧɮɨɪɦɚɰии ɫ 
иɫɩɨɥɶɡɨɜɚɧиɟɦ ɫɬɟɝɚɧɨɝɪɚɮичɟɫɤих и ɤɪиɩɬɨɝɪɚɮичɟɫɤих ɚɥɝɨɪиɬɦɨɜ. ɉɪиɜɟɞɟɧ ɚɜɬɨɪɫɤиɣ 
ɚɥɝɨɪиɬɦ ɜɧɟɞɪɟɧия и иɡɜɥɟчɟɧия ɞɚɧɧɵх ɩɪи ɪɚɛɨɬɟ ɫ иɡɨɛɪɚɠɟɧиɟɦ. ɉɪɨɚɧɚɥиɡиɪɨɜɚɧɵ 
хɚɪɚɤɬɟɪиɫɬиɤи ɩɨɩуɥяɪɧɵх ɫущɟɫɬɜуɸщих ɩɪɨɝɪɚɦɦɧɵх ɫɪɟɞɫɬɜ. 

 

Вɜɟɞɟɧɢɟ 

ɐɟɥɶ ɪɚɛɨɬɵ: ɢɫɫɥɟɞɨвɚɧɢɟ 
ɫɬɟɝɚɧɨɝɪɚɮɢɱɟɫɤɢɯ ɢ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ 
ɚɥɝɨɪɢɬɦɨв ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ, ɩɨɫɥɟɞɭɸɳɟɟ 
ɩɪɨɟɤɬɢɪɨвɚɧɢɟ ɢ ɪɚɡɪɚɛɨɬɤɚ ɩɪɨɝɪɚɦɦɧɨɣ 
ɫɢɫɬɟɦɵ вɫɬɪɚɢвɚɧɢɹ ɢɧɮɨɪɦɚɰɢɢ в ɢɡɨɛɪɚɠɟɧɢɹ 
ɫ ɢɫɩɨɥɶɡɨвɚɧɢɟɦ ɫɬɟɝɚɧɨɝɪɚɮɢɱɟɫɤɢɯ ɢ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɚɥɝɨɪɢɬɦɨв.  

Ⱥɤɬɭɚɥɶɧɨɫɬɶ ɪɚɛɨɬɵ: ɡɚɳɢɬɚ ɚвɬɨɪɫɤɨɝɨ 
ɩɪɚвɚ в ɧɚɫɬɨɹɳɢɣ ɦɨɦɟɧɬ ɢɝɪɚɟɬ ɛɨɥɶɲɭɸ ɪɨɥɶ 
ɩɪɢ ɪɚɫɫɦɨɬɪɟɧɢɢ вɨɩɪɨɫɨв ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ 
ɛɟɡɨɩɚɫɧɨɫɬɢ. Ɇɟɯɚɧɢɡɦ ɰɢɮɪɨвɵɯ вɨɞɹɧɵɯ 
ɡɧɚɤɨв ɩɨɩɭɥɹɪɟɧ ɤɚɤ ɞɥɹ ɡɚɳɢɬɵ ɪɚɡɥɢɱɧɵɯ 
ɢɡɨɛɪɚɠɟɧɢɣ (ɮɨɬɨ, ɥɨɝɨɬɢɩɵ), ɬɚɤ ɢ ɞɥɹ ɡɚɳɢɬɵ 
вɢɞɟɨ-ɮɚɣɥɨв ɢ ɚɭɞɢɨ-ɮɚɣɥɨв.  ɉɪɟɞɥɚɝɚɟɦɚɹ 
ɩɪɨɝɪɚɦɦɧɚɹ ɫɢɫɬɟɦɚ ɦɨɠɟɬ ɢɫɩɨɥɶɡɨвɚɬɶɫɹ ɤɚɤ 
ɫɪɟɞɫɬвɨ ɞɥɹ ɡɚɳɢɬɵ ɚвɬɨɪɫɤɨɝɨ ɩɪɚвɚ 
ɩɨɥɶɡɨвɚɬɟɥɹ ɩɪɢ ɪɚɛɨɬɟ ɫ ɮɚɣɥɚɦɢ в ɮɨɪɦɚɬɟ 
.ЛЦp ɢ .pЧР. ɉɪɟɞɥɨɠɟɧɧɵɣ ɩɪɨɝɪɚɦɦɧɵɣ 
ɩɪɨɞɭɤɬ ɦɨɠɧɨ ɚɞɚɩɬɢɪɨвɚɬɶ ɞɥɹ ɡɚɳɢɬɵ 
ɚвɬɨɪɫɤɨɝɨ ɩɪɚвɚ в вɢɞɟɨ-ɮɚɣɥɚɯ ɩɨɫɥɟ ɫɨɡɞɚɧɢɹ 
ɞɨɩɨɥɧɢɬɟɥɶɧɨɝɨ ɦɨɞɭɥɹ ɪɚɛɨɬɵ ɫ ɮɨɪɦɚɬɨɦ .КЯТ 
[1]. 

ɉɪɢ ɢɫɩɨɥɶɡɨвɚɧɢɢ ɫɬɟɝɚɧɨɝɪɚɮɢɱɟɫɤɢɯ 
ɚɥɝɨɪɢɬɦɨв ɩɟɪɟɞɚвɚɟɦɚɹ ɢɧɮɨɪɦɚɰɢɹ ɫɤɪɵвɚɟɬɫɹ 
в ɮɚɣɥɟ. Ⱦɚɧɧɵɟ, вɧɭɬɪɢ ɤɨɬɨɪɵɯ ɪɚɡɦɟɳɚɸɬɫɹ 
ɫɤɪɵɬɵɟ ɫɨɨɛɳɟɧɢɹ, ɧɚɡɵвɚɸɬɫɹ 
ɫɬɟɝɨɤɨɧɬɟɣɧɟɪɨɦ, ɚ ɫɚɦɢ ɫɤɪɵɬɵɟ ɫɨɨɛɳɟɧɢɹ – 

ɫɬɟɝɨɫɨɨɛɳɟɧɢɹɦɢ. Ʉɚɧɚɥ ɩɟɪɟɞɚɱɢ 
ɫɬɟɝɨɤɨɧɬɟɣɧɟɪɚ ɧɚɡɵвɚɟɬɫɹ ɫɬɟɝɚɧɨɝɪɚɮɢɱɟɫɤɢɦ 
ɤɚɧɚɥɨɦ ɢɥɢ ɫɬɟɝɨɤɚɧɚɥɨɦ. Ʉ ɫɬɟɝɚɧɨɝɪɚɮɢɢ 
ɨɬɧɨɫɹɬɫɹ ɦɧɨɠɟɫɬвɚ ɪɚɡɥɢɱɧɵɯ ɦɟɬɨɞɨв: 
ɭɫɥɨвɧɵɟ ɪɚɫɩɨɥɨɠɟɧɢɹ ɡɧɚɤɨв, 
ɦɢɤɪɨɮɨɬɨɫɧɢɦɤɢ, ɫɪɟɞɫɬвɚ ɫвɹɡɢ ɧɚ ɩɥɚвɚɸɳɢɯ 
ɱɚɫɬɨɬɚɯ ɢ ɬɚɣɧɵɟ ɤɚɧɚɥɵ. ɋɬɟɝɚɧɨɝɪɚɮɢɹ 
ɹвɥɹɟɬɫɹ ɨɬɥɢɱɧɵɦ ɞɨɩɨɥɧɟɧɢɟɦ, ɧɨ ɧɢɤɚɤ ɧɟ 
ɡɚɦɟɧɨɣ ɤɪɢɩɬɨɝɪɚɮɢɢ Д2Ж. 

ɂɫɩɨɥɶɡɨвɚɧɢɟ ɚвɬɨɪɫɤɨɝɨ ɚɥɝɨɪɢɬɦɚ 
вɦɟɫɬɟ ɫ  ɫɭɳɟɫɬвɭɸɳɢɦɢ     ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɦɢ  
ɚɥɝɨɪɢɬɦɚɦɢ ɲɢɮɪɨвɚɧɢɹ ɩɨɡвɨɥɢɬ ɛɨɥɟɟ 
ɧɚɞɟɠɧɨ ɡɚɳɢɬɢɬɶ вɫɬɪɚɢвɚɟɦɭɸ в ɝɪɚɮɢɱɟɫɤɢɟ 
ɢɡɨɛɪɚɠɟɧɢɹ ɢɧɮɨɪɦɚɰɢɸ ɢ ɞɚɥɶɧɟɣɲɭɸ ɟɟ 
ɩɟɪɟɞɚɱɭ ɩɨ ɤɚɧɚɥɚɦ ɫвɹɡɢ. 

Аɧɚɥɢɡ ɫɭɳɟɫɬɜɭɸɳɢɯ ɫɢɫɬɟɦ 

ɇɚ ɫɟɝɨɞɧɹɲɧɢɣ ɞɟɧɶ ɫɭɳɟɫɬвɭɟɬ ɨɝɪɨɦɧɨɟ 
ɤɨɥɢɱɟɫɬвɨ ɨɬɤɪɵɬɨ ɪɚɫɩɪɨɫɬɪɚɧɹɟɦɵɯ 
ɩɪɨɝɪɚɦɦɧɵɯ ɩɪɨɞɭɤɬɨв, ɢɫɩɨɥɶɡɭɸɳɢɯ 
ɫɬɟɝɚɧɨɝɪɚɮɢɱɟɫɤɭɸ ɬɟɯɧɢɤɭ. ɇɚɢɛɨɥɟɟ 
ɩɨɩɭɥɹɪɧɵ ɢɧɫɬɪɭɦɟɧɬɵ ɪɚɡɦɟɳɚɸɬɫɹ в GТЭСЮЛ-

ɪɟɩɨɡɢɬɨɪɢɹɯ. 
ȼ ɪɚɦɤɚɯ ɩɪɨɟɤɬɚ DКrФJPEG ɪɚɡɪɚɛɨɬɚɧ 

ɫɬɟɝɚɧɨɝɪɚɮɢɱɟɫɤɢɣ вɟɛ-ɫɟɪвɢɫ ɧɨвɨɝɨ ɩɨɤɨɥɟɧɢɹ, 
ɩɨɡвɨɥɹɸɳɢɣ ɫɤɪɵвɚɬɶ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɭɸ 
ɢɧɮɨɪɦɚɰɢɸ в вɢɞɟ ɧɟɡɚɦɟɬɧɨɝɨ ɲɭɦɚ в JPEG-

ɢɡɨɛɪɚɠɟɧɢɹɯ, ɩɪɢ ɷɬɨɦ вɵɞɟɥɢɬɶ ɞɚɧɧɭɸ 
ɢɧɮɨɪɦɚɰɢɸ ɦɨɠɧɨ ɬɨɥɶɤɨ ɡɧɚɹ ɡɚɞɚɧɧɵɣ ɩɪɢ 
ɤɨɞɢɪɨвɚɧɢɢ ɫɟɤɪɟɬɧɵɣ ɤɥɸɱ-ɩɚɪɨɥɶ. ɋɟɪвɢɫ 
ɢɫɩɨɥɶɡɭɟɬ ɫɬɨɣɤɢɟ ɦɟɬɨɞɵ ɫɬɟɝɚɧɨɝɪɚɮɢɢ ɞɥɹ 
ɫɨɤɪɵɬɢɹ ɫɚɦɨɝɨ ɮɚɤɬɚ ɫɨɤɪɵɬɢɹ ɢɧɮɨɪɦɚɰɢɢ 
вɦɟɫɬɟ ɫɨ ɫɬɨɣɤɢɦɢ ɦɟɬɨɞɚɦɢ ɤɪɢɩɬɨɝɪɚɮɢɢ ɞɥɹ 
ɡɚɳɢɬɵ ɞɚɧɧɵɯ, ɩɟɪɟɞɚвɚɟɦɵɯ ɩɨ ɨɬɤɪɵɬɵɦ 
ɤɚɧɚɥɚɦ Д3Ж. 

Ɉɫɧɨвɧɵɟ ɨɫɨɛɟɧɧɨɫɬɢ: 
 ɢɫɩɨɥɶɡɨвɚɧɢɟ SHA-3 ɞɥɹ ɝɟɧɟɪɚɰɢɢ 

ɤɥɸɱɟɣ; 
 ɫɢɦɦɟɬɪɢɱɧɨɟ ɲɢɮɪɨвɚɧɢɟ AES-256; 

 JPEG (DCT LSB) ɫɬɟɝɚɧɨɝɪɚɮɢɹ; 
 ɩɨɞɞɟɪɠɤɚ RКrJPEG ɢ ɞвɨɣɧɨɝɨ ɫɨɤɪɵɬɢɹ; 
 ɩɨɞɛɨɪ ɫɥɭɱɚɣɧɨɝɨ ɤɨɧɬɟɣɧɟɪɚ; 
 вɵɱɢɫɥɟɧɢɹ ɛɟɡ ɭɱɚɫɬɢɹ ɫɟɪвɟɪɚ (ɧɚ 

ɤɥɢɟɧɬɫɤɨɣ ɫɬɨɪɨɧɟ); 
 ɝɚɪɚɧɬɢɹ ɩɨɥɧɨɣ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ.[3] 

OpenStego – ɷɬɨ ɫɬɟɝɚɧɨɝɪɚɮɢɱɟɫɤɨɟ 



                                                        ɂɇɎɈɊɆȺɌɂɄȺ ɂ ɄɂȻȿɊɇȿɌɂɄȺ                                 № 1(3), 2016     

                                                                                                                                                   Ⱦɨɧɟɰɤ ȾɨɧɇɌɍ                                 
                                                                                                                              

                                          

66 

 

ɩɪɢɥɨɠɟɧɢɟ, ɤɨɬɨɪɨɟ ɩɪɟɞɨɫɬɚвɥɹɟɬ ɞвɟ 
вɨɡɦɨɠɧɨɫɬɢ: 

1. ɋɨɤɪɵɬɢɟ ɞɚɧɧɵɯ (ɦɨɠɧɨ ɫɤɪɵɬɶ ɥɸɛɵɟ 
ɞɚɧɧɵɟ вɧɭɬɪɢ ɮɚɣɥɚ-ɤɨɧɬɟɣɧɟɪɚ). 

2. ȼɨɞɹɧɵɟ ɡɧɚɤɢ (вɫɬɪɚɢвɚɧɢɟ ɧɟвɢɞɢɦɨɣ 
ɩɨɞɩɢɫɢ, ɧɚɩɪɢɦɟɪ в ɢɡɨɛɪɚɠɟɧɢɢ, ɫ ɰɟɥɶɸ 
ɨɛɧɚɪɭɠɟɧɢɹ ɧɟɫɚɧɤɰɢɨɧɢɪɨвɚɧɧɨɝɨ 
ɤɨɩɢɪɨвɚɧɢɹ). 

Ⱦɚɧɧɚɹ ɩɪɨɝɪɚɦɦɚ ɩɪɟɞɨɫɬɚвɥɹɟɬ 
вɨɡɦɨɠɧɨɫɬɶ ɧɚɞɟɠɧɨɝɨ вɫɬɪɚɢвɚɧɢɹ вɨɞɹɧɵɯ 
ɡɧɚɤɨв ɩɪɢ ɧɟɡɧɚɱɢɬɟɥɶɧɨɦ ɢɡɦɟɧɟɧɢɢ ɪɚɡɦɟɪɚ 
ɢɥɢ ɤɚɞɪɢɪɨвɚɧɢɹ ɢɡɨɛɪɚɠɟɧɢɹ [4]. 

Ɉɬɥɢɱɢɬɟɥɶɧɨɣ ɨɫɨɛɟɧɧɨɫɬɶɸ OpОЧSЭОРШ ɹвɥɹɟɬɫɹ 
ɬɨ, ɱɬɨ ɦɨɠɧɨ ɪɚɫɲɢɪɢɬɶ ɟɟ вɨɡɦɨɠɧɨɫɬɢ ɫ 
ɩɨɦɨɳɶɸ ɫвɨɢɯ ɩɥɚɝɢɧɨв, ɧɚɩɢɫɚɧɧɵɯ ɧɚ JКЯК. 

LSB-Steganography – ɫɬɟɝɚɧɨɝɪɚɮɢɱɟɫɤɚɹ 
ɩɪɨɝɪɚɦɦɚ ɞɥɹ ɫɤɪɵɬɢɹ ɞɚɧɧɵɯ в ɢɡɨɛɪɚɠɟɧɢɹɯ, 
ɪɟɚɥɢɡɨвɚɧɚ в вɢɞɟ ɫɤɪɢɩɬɚ ɧɚ ɹɡɵɤɟ PвЭСШЧ, 

ɢɫɩɨɥɶɡɭɸɳɚɹ ɦɟɬɨɞɵ ɧɚɢɦɟɧɶɲɟɝɨ ɡɧɚɱɚɳɟɝɨ 
ɛɢɬɚ. Ɇɨɞɭɥɶ LSBSЭОР ɨɫɧɨвɚɧ ɧɚ OpОЧCV 
(ɛɢɛɥɢɨɬɟɤɚ ɞɥɹ ɪɚɛɨɬɵ ɫ ɢɡɨɛɪɚɠɟɧɢɹɦɢ). Ɉɧ 
ɢɫɩɨɥɶɡɭɟɬ ɧɟɡɧɚɱɚɳɢɣ ɛɢɬ ɤɚɠɞɨɝɨ ɩɢɤɫɟɥɹ ɢ 
ɤɚɠɞɨɝɨ ɰвɟɬɚ ɢɡɨɛɪɚɠɟɧɢɹ ɞɥɹ ɫɤɪɵɬɢɹ 
ɞɚɧɧɵɯ Д5Ж. ɉɪɨɝɪɚɦɦɚ ɧɟ вɵɩɨɥɧɹɟɬ ɧɢɤɚɤɢɯ 
ɞɨɩɨɥɧɢɬɟɥɶɧɵɯ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ 
ɩɪɟɨɛɪɚɡɨвɚɧɢɣ ɞɥɹ ɡɚɳɢɬɵ вɧɟɞɪɟɧɧɵɯ ɞɚɧɧɵɯ. 

Ɉɩɢɫɚɧɢɟ ɫɬɪɭɤɬɭɪɵ ɪɚɡɪɚɛɚɬɵɜɚɟɦɨɣ 
ɫɢɫɬɟɦɵ 

ɉɪɢ ɪɚɡɪɚɛɨɬɤɟ ɫɢɫɬɟɦɵ ɩɪɟɠɞɟ вɫɟɝɨ 
ɧɟɨɛɯɨɞɢɦɨ ɨɩɪɟɞɟɥɢɬɶ ɬɪɟɛɨвɚɧɢɹ ɤ ɩɪɨɝɪɚɦɦɟ. 
ɇɚ ɪɢɫɭɧɤɟ 1 ɩɨɤɚɡɚɧɚ ɞɢɚɝɪɚɦɦɚ ɢɫɩɨɥɶɡɨвɚɧɢɹ 
ɪɚɡɪɚɛɚɬɵвɚɟɦɨɣ ɫɢɫɬɟɦɵ. 
 

 

 
Ɋɢɫɭɧɨɤ 1 – Ⱦɢɚɝɪɚɦɦɚ вɚɪɢɚɧɬɨв ɢɫɩɨɥɶɡɨвɚɧɢɹ (Uses Case) ɪɚɡɪɚɛɚɬɵвɚɟɦɨɣ ɫɢɫɬɟɦɵ 

 

 

ɉɪɢ ɩɪɨɟɤɬɢɪɨвɚɧɢɢ ɚвɬɨɪɫɤɨɣ  
ɫɬɟɝɨɫɢɫɬɟɦɵ ɦɨɠɧɨ вɵɞɟɥɢɬɶ ɬɪɢ ɷɬɚɩɚ: 
 ɩɨɥɭɱɟɧɢɟ ɢɡ ɰɢɮɪɨвɨɝɨ ɞɨɤɭɦɟɧɬɚ 

ɛɚɣɬɨв; 
 ɩɪɟɨɛɪɚɡɨвɚɧɢɟ ɛɚɣɬɨв ɰɢɮɪɨвɨɝɨ 

ɞɨɤɭɦɟɧɬɚ (ɩɨɞɝɨɬɨвɤɚ ɞɚɧɧɵɯ ɞɥɹ 
вɧɟɞɪɟɧɢɹ в ɤɨɧɬɟɣɧɟɪ); 

 вɧɟɞɪɟɧɢɟ ɞɚɧɧɵɯ в ɢɡɨɛɪɚɠɟɧɢɟ, 
ɢɫɩɨɥɶɡɭɹ ɦɟɬɨɞ LSB [6]. 

ɇɚ ɩɟɪвɨɦ ɷɬɚɩɟ ɧɟɤɨɬɨɪɵɣ ɰɢɮɪɨвɨɣ 
ɨɛɴɟɤɬ ɞɨɥɠɟɧ ɛɵɬɶ ɩɪɟɞɫɬɚвɥɟɧ в вɢɞɟ ɩɨɬɨɤɚ 
ɛɚɣɬ. ȿɫɥɢ ɷɬɨ ɮɚɣɥ, ɬɨ ɟɝɨ ɦɨɠɧɨ ɨɬɤɪɵɬɶ в 
ɛɢɧɚɪɧɨɦ ɪɟɠɢɦɟ. ȿɫɥɢ ɬɟɤɫɬɨвɨɟ ɫɨɨɛɳɟɧɢɟ, ɬɨ 
ɩɪɟɞɫɬɚвɢɬɶ ɟɝɨ в вɢɞɟ ɛɚɣɬɨв, ɡɚɞɚɧɧɨɣ 
ɤɨɞɢɪɨвɤɨɣ Д7Ж. 

ɇɚ вɬɨɪɨɦ ɷɬɚɩɟ, ɧɚ вɯɨɞ ɩɨɞɚɸɬɫɹ ɛɚɣɬɵ, 
ɩɨɥɭɱɟɧɧɵɟ ɧɚ ɩɟɪвɨɦ ɷɬɚɩɟ. ɉɪɟɠɞɟ вɫɟɝɨ 
ɧɟɨɛɯɨɞɢɦɨ вɵɱɢɫɥɢɬɶ ɤɨɧɬɪɨɥɶɧɭɸ ɯɟɲ-

ɫɭɦɦɭ Д8Ж ɢɫɯɨɞɧɵɯ ɛɚɣɬ. ɉɨɫɥɟ ɷɬɨɝɨ ɫɠɚɬɶ 



                                                        ɂɇɎɈɊɆȺɌɂɄȺ ɂ ɄɂȻȿɊɇȿɌɂɄȺ                                 № 1(3), 2016     

                                                                                                                                                   Ⱦɨɧɟɰɤ ȾɨɧɇɌɍ                                 
                                                                                                                              

                                          

67 

 

ɢɫɯɨɞɧɵɟ ɛɚɣɬɵ, вɵɛɪɚɧɧɵɦ ɩɨɥɶɡɨвɚɬɟɥɟɦ 
ɚɥɝɨɪɢɬɦɨɦ ɫɠɚɬɢɹ Д9Ж. Ʉ ɫɠɚɬɵɦ ɛɚɣɬɚɦ в ɧɚɱɚɥɨ 
ɞɨɛɚвɥɹɟɬɫɹ ɡɚɝɨɥɨвɨɤ (ɦɟɬɚɞɚɧɧɵɟ). ɉɨɫɥɟ ɱɟɝɨ 
ɷɬɢ ɛɚɣɬɵ ɲɢɮɪɭɸɬɫɹ ɫɢɦɦɟɬɪɢɱɧɵɦ ɚɥɝɨɪɢɬɦɨɦ 
ɲɢɮɪɨвɚɧɢɹ Д10Ж. 

ɉɨɫɥɟɞɧɢɣ ɷɬɚɩ ɫɨɫɬɨɢɬ в ɬɨɦ, ɱɬɨ 

ɡɚɲɢɮɪɨвɚɧɧɵɟ ɛɚɣɬɵ вɧɟɞɪɹɸɬɫɹ в 
ɢɡɨɛɪɚɠɟɧɢɟ. 

ɇɚ ɪɢɫɭɧɤɟ 2 ɫɯɟɦɚɬɢɱɟɫɤɢ ɩɨɤɚɡɚɧɵ ɬɪɢ 
ɷɬɚɩɚ ɪɚɛɨɬɵ ɩɪɨɝɪɚɦɦɧɨɣ ɫɢɫɬɟɦɵ. 

 

 

 

 
Ɋɢɫɭɧɨɤ 2 – ɗɬɚɩɵ ɪɚɛɨɬɵ ɩɪɨɝɪɚɦɦɧɨɣ ɫɢɫɬɟɦɵ 

 

 

Ⱦɥɹ ɩɪɟɞɫɬɚвɥɟɧɢɹ ɩɨɥɶɡɨвɚɬɟɥɶɫɤɢɯ 
ɞɚɧɧɵɯ в вɢɞɟ ɛɚɣɬɨв ɛɵɥ ɪɚɡɪɚɛɨɬɚɧ ɢɧɬɟɪɮɟɣɫ 
IData, ɪɟɚɥɢɡɭɸɳɢɟ ɷɬɨɬ ɢɧɬɟɪɮɟɣɫ ɤɥɚɫɫɵ 
ɞɨɥɠɧɵ ɢɦɟɬɶ ɫɥɟɞɭɸɳɢɟ ɦɟɬɨɞɵ: 
 byte[] GetBytes(); 

 int GetSize(); 

 Stream GetStream(); 

 IHeader GetHeader(); 

ȼ ɞɚɧɧɨɣ ɫɢɫɬɟɦɟ ɭɠɟ ɟɫɬɶ ɞвɚ ɤɥɚɫɫɚ, 

ɪɟɚɥɢɡɭɸɳɢɯ ɞɚɧɧɵɣ ɢɧɬɟɪɮɟɣɫ: File, Text.  

Ɇɟɬɚɞɚɧɧɵɟ – ɷɬɨ ɞɚɧɧɵɟ ɨɩɢɫɵвɚɸɳɢɟ 
ɩɨɥɶɡɨвɚɬɟɥɶɫɤɢɟ ɞɚɧɧɵɟ. Ⱦɥɹ ɩɪɟɞɫɬɚвɥɟɧɢɹ 
ɦɟɬɚɞɚɧɧɵɯ ɛɵɥ ɫɨɡɞɚɧ ɢɧɬɟɪɮɟɣɫ IHeader. 

Ⱥɧɚɥɨɝɢɱɧɨ ɪɟɚɥɢɡɨвɚɧɵ ɞвɚ ɤɥɚɫɫɚ: FileHeader ɢ 
TextHeader. 

UML-ɞɢɚɝɪɚɦɦɚ ɤɥɚɫɫɨв ɩɪɟɞɫɬɚвɥɟɧɚ ɧɚ 
ɪɢɫɭɧɤɟ 3. Ɋɚɡɦɟɪɵ ɫɬɪɭɤɬɭɪ ɢ ɨɩɢɫɚɧɢɟ ɩɨɥɟɣ 
FileHeader ɭɤɚɡɚɧɵ в ɬɚɛɥɢɰɟ 1. 

 

 

 
Ɋɢɫɭɧɨɤ 3 – Ⱦɢɚɝɪɚɦɦɚ ɤɥɚɫɫɨв, ɩɪɟɞɫɬɚвɥɹɸɳɚɹ ɩɟɪвɵɣ ɭɪɨвɟɧɶ ɫɢɫɬɟɦɵ 
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Ɍɚɛɥɢɰɚ 1. ɋɬɪɭɤɬɭɪɚ ɤɥɚɫɫɚ FileHeader 

ɂɦɹ ɩɨɥɹ Ʉɨɥ-вɨ 
ɛɚɣɬ 

Ɉɩɢɫɚɧɢɟ 

typeFile 1 Ɍɢɩ вɧɟɞɪɹɟɦɨɝɨ 
ɞɨɤɭɦɟɧɬɚ  

offsetData 1 ɋɦɟɳɟɧɢɟ ɧɚɱɚɥɚ 
ɞɚɧɧɵɯ (ɪɚɡɦɟɪ 

ɡɚɝɨɥɨвɤɚ) 
sizeFile 4 Ɋɚɡɦɟɪ ɮɚɣɥɚ (ɤɨɥ-

вɨ ɛɚɣɬ) 
compressMode 1 Ɋɟɠɢɦ ɫɠɚɬɢɹ 

(GZip, Deflate) 

typeHashSum 1 Ɍɢɩ ɯɟɲ-ɫɭɦɦɵ 
(MD5, SHA-1, …) 

valueHashSum n Ɂɧɚɱɟɧɢɟ ɯɟɲ-

ɫɭɦɦɵ (ɪɚɡɦɟɪ 
ɨɩɪɟɞɟɥɹɟɬɫɹ ɩɨ 

ɬɢɩɭ ɯɟɲ-ɫɭɦɦɵ) 

Ʉɥɚɫɫ TextHeader ɢɦɟɟɬ ɬɚɤɢɟ ɠɟ ɩɨɥɹ ɤɚɤ 
FТХОHОКНОr ɢ ɞɨɩɨɥɧɢɬɟɥɶɧɨɟ ɩɨɥɟ 
typeTextEncoding, ɩɪɟɞɫɬɚвɥɹɸɳɟɟ ɤɨɞɢɪɨвɤɭ 
вɧɟɞɪɹɟɦɨɝɨ ɬɟɤɫɬɚ. Ⱦɚɧɧɨɟ ɩɨɥɟ ɡɚɧɢɦɚɟɬ 1 ɛɚɣɬ 
(ɬ. ɟ. в ɫɢɫɬɟɦɟ ɦɨɠɟɬ ɛɵɬɶ ɞɨ 256 ɪɚɡɥɢɱɧɵɯ 
ɤɨɞɢɪɨвɨɤ ɬɟɤɫɬɚ). ȼ ɞɚɧɧɨɣ ɫɢɫɬɟɦɟ ɬɟɤɫɬ ɦɨɠɧɨ 

ɩɪɟɞɫɬɚвɢɬɶ ɬɚɤɢɦɢ ɤɨɞɢɪɨвɤɚɦɢ: ASCII, UTF-8, 

WINDOWS-1251, CP866. 

ɉɨɫɥɟ  ɩɪɟɞɫɬɚвɥɟɧɢɹ ɞɚɧɧɵɯ  в вɢɞɟ 

ɛɚɣɬɨв, ɨɧɢ ɩɪɨɯɨɞɹɬ ɪɹɞ ɩɪɟɨɛɪɚɡɨвɚɧɢɣ 
(ɤɨɧвɟɣɟɪ ɬɪɚɧɫɮɨɪɦɚɰɢɢ – pipeline transform). 

ɋɧɚɱɚɥɚ вɵɱɢɫɥɹɟɬɫɹ ɤɨɧɬɪɨɥɶɧɚɹ ɯɟɲ-ɫɭɦɦɚ 
ɩɨɥɶɡɨвɚɬɟɥɶɫɤɢɯ ɞɚɧɧɵɯ, ɩɨɫɥɟ ɷɬɨɝɨ ɛɚɣɬɵ 
ɫɠɢɦɚɸɬɫɹ ɢ ɲɢɮɪɭɸɬɫɹ. UML-ɞɢɚɝɪɚɦɦɚ 
ɤɥɚɫɫɨв вɬɨɪɨɝɨ ɷɬɚɩɚ ɩɨɤɚɡɚɧɚ ɧɚ ɪɢɫɭɧɤɟ 4. 

 

 

  

 

 
Ɋɢɫɭɧɨɤ 4 – Ⱦɢɚɝɪɚɦɦɚ ɤɥɚɫɫɨв вɬɨɪɨɝɨ ɷɬɚɩɚ 

 

 

ɉɨɫɥɟɞɧɢɣ ɷɬɚɩ ɫɢɫɬɟɦɵ – ɷɬɨ вɧɟɞɪɟɧɢɟ 
ɡɚɲɢɮɪɨвɚɧɧɵɯ ɛɚɣɬɨв в ɢɡɨɛɪɚɠɟɧɢɟ. 

ȼ ɞɚɧɧɨɣ ɫɢɫɬɟɦɟ ɫɨɡɞɚɧɨ ɞвɚ ɢɧɬɟɪɮɟɣɫɚ 
IStegoTransformEmbed (ɞɥɹ вɧɟɞɪɟɧɢɹ ɞɚɧɧɵɯ в 
ɢɡɨɛɪɚɠɟɧɢɟ) ɢ IStegoTransformExtract (ɞɥɹ 
ɢɡвɥɟɱɟɧɢɹ ɞɚɧɧɵɯ ɢɡ ɢɡɨɛɪɚɠɟɧɢɹ). 
ɂɧɬɟɪɮɟɣɫ IStegoTransformEmbed ɢɦɟɟɬ ɞвɚ 

ɦɟɬɨɞɚ: 
 EmbedFromBytes (вɧɟɞɪɟɧɢɟ ɢɡ ɛɚɣɬɨв); 
 EmbedFromStream (вɧɟɞɪɟɧɢɟ ɢɡ ɩɨɬɨɤɚ); 

Ɇɟɬɨɞ EmbedFromBytes ɩɪɢɧɢɦɚɟɬ 
ɫɥɟɞɭɸɳɢɟ ɚɪɝɭɦɟɧɬɵ: 

 int offset – ɩɟɪвɨɟ ɫɦɟɳɟɧɢɟ ɧɚɱɚɥɚ ɱɬɟɧɢɹ 
ɩɟɪвɨɝɨ ɩɢɤɫɟɥɹ;  

 int maxDiffusion – ɦɚɤɫɢɦɚɥɶɧɨɟ ɡɧɚɱɟɧɢɟ 
ɪɚɫɫɟɢвɚɧɢɹ (ɞɨ 250);  

 byte[] bytes – ɞɚɧɧɵɟ ɞɥɹ вɧɟɞɪɟɧɢɹ;  
 Bitmap container – ɢɡɨɛɪɚɠɟɧɢɟ, в ɤɨɬɨɪɨɟ 

ɛɭɞɭɬ вɧɟɞɪɹɬɫɹ ɞɚɧɧɵɟ;  
 StegoKey key – ɫɬɟɝɨɤɥɸɱ (ɫɦ ɬɚɛ. 2). 

UML-ɞɢɚɝɪɚɦɦɚ ɤɥɚɫɫɨв ɡɚɤɥɸɱɢɬɟɥɶɧɨɝɨ 
ɷɬɚɩɚ ɩɨɤɚɡɚɧɚ ɧɚ ɪɢɫɭɧɤɟ 5. ɇɚ ɪɢɫɭɧɤɟ 6 
ɩɨɤɚɡɚɧɚ ɫɯɟɦɚ вɧɟɞɪɟɧɢɹ ɞɚɧɧɵɯ в ɢɡɨɛɪɚɠɟɧɢɟ. 
ɇɚ ɪɢɫɭɧɤɚɯ 7-8 ɩɨɤɚɡɚɧɵ ɚɥɝɨɪɢɬɦɵ 
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вɧɟɞɪɟɧɢɹ/ɢɡвɥɟɱɟɧɢɹ ɞɚɧɧɵɯ. 

 
Ɋɢɫɭɧɨɤ 5 – Ⱦɢɚɝɪɚɦɦɚ ɤɥɚɫɫɨв ɡɚɤɥɸɱɢɬɟɥɶɧɨɝɨ ɷɬɚɩɚ 

 

 
Ɋɢɫɭɧɨɤ 6 – ɋɯɟɦɚ вɧɟɞɪɟɧɢɹ ɞɚɧɧɵɯ (9-10 ɛɚɣɬ) в ɪɚɫɬɪɨвɨɟ ɢɡɨɛɪɚɠɟɧɢɹ ɢɫɩɨɥɶɡɭɹ ɦɟɬɨɞ LSB. 
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Ɋɢɫɭɧɨɤ 7 – Ⱥɥɝɨɪɢɬɦ вɫɬɪɚɢвɚɧɢɹ ɢɧɮɨɪɦɚɰɢɢ  

 
Ɋɢɫɭɧɨɤ 8 – Ⱥɥɝɨɪɢɬɦ ɢɡвɥɟɱɟɧɢɹ ɢɧɮɨɪɦɚɰɢɢ  

 

Ɍɚɛɥɢɰɚ 2. ɋɬɪɭɤɬɭɪɚ ɤɥɚɫɫɚ StegoKey 

ɂɦɹ ɩɨɥɹ Ʉɨɥ-вɨ 
ɛɚɣɬ 

Ɉɩɢɫɚɧɢɟ 

Offset 4 ɉɟɪвɨɟ ɫɦɟɳɟɧɢɟ 
ɧɚɱɚɥɚ ɱɬɟɧɢɹ 

(ɤɨɥ-вɨ ɩɢɤɫɟɥɟɣ 
ɨɬ ɧɚɱɚɥɚ) 

EmbededMode 1 Ɋɟɠɢɦ 
вɫɬɪɚɢвɚɧɢɹ 

ɞɚɧɧɵɯ в 
ɢɡɨɛɪɚɠɟɧɢɟ 

TypeEncryption 1 Ɍɢɩ 
ɫɢɦɦɟɬɪɢɱɧɨɝɨ 

ɚɥɝɨɪɢɬɦɚ 
ɲɢɮɪɨвɚɧɢɹ 

SizeEncryption-

IV 

2 Ɋɚɡɦɟɪ вɟɤɬɨɪɚ 
ɢɧɢɰɢɚɥɢɡɚɰɢɢ 

SizeEncryption-

Key 

2 Ɋɚɡɦɟɪ ɤɥɸɱɚ 
ɲɢɮɪɨвɚɧɢɹ 

IV ɍɤɚɡɚɧɨ в 
SizeEncry

ptionIV 

ȼɟɤɬɨɪ 
ɢɧɢɰɢɚɥɢɡɚɰɢɢ 

Key ɍɤɚɡɚɧɨ в 
SizeEncry

ptionKey 

Ʉɥɸɱ 
ɲɢɮɪɨвɚɧɢɹ 

 

ɂɡ ɩɪɟɢɦɭɳɟɫɬв ɫɬɨɢɬ ɨɬɦɟɬɢɬɶ, ɱɬɨ 
ɞɚɧɧɚɹ ɫɢɫɬɟɦɚ ɹвɥɹɟɬɫɹ ɪɚɫɲɢɪɹɟɦɨɣ, ɧɚɩɪɢɦɟɪ, 
ɦɨɠɧɨ ɞɨɛɚвɢɬɶ ɫвɨɣ ɚɥɝɨɪɢɬɦ ɫɠɚɬɢɹ ɢɥɢ 
ɲɢɮɪɨвɚɧɢɹ. ɂɡ ɧɟɞɨɫɬɚɬɤɨв – ɫɢɫɬɟɦɚ ɧɟ 
ɹвɥɹɟɬɫɹ ɛɵɫɬɪɨɞɟɣɫɬвɭɸɳɟɣ. 

Вɵɜɨɞɵ 

ȼ ɫɬɚɬɶɟ ɩɪɨвɟɞɟɧ ɚɧɚɥɢɡ ɫɭɳɟɫɬвɭɸɳɢɯ 
ɫɬɟɝɨɫɢɫɬɟɦ, ɩɪɟɞɫɬɚвɥɟɧɚ ɫɬɪɭɤɬɭɪɚ 
ɪɚɡɪɚɛɨɬɚɧɧɨɣ  ɩɪɨɝɪɚɦɦɧɨɣ ɫɢɫɬɟɦɵ, ɞɢɚɝɪɚɦɦɵ 
ɤɥɚɫɫɨв, ɧɟɤɨɬɨɪɵɟ ɚɥɝɨɪɢɬɦɵ ɪɚɛɨɬɵ 
ɩɪɨɝɪɚɦɦɧɨɣ ɫɢɫɬɟɦɵ. 

ɋɢɫɬɟɦɚ ɩɪɟɞɨɫɬɚвɥɹɟɬ вɨɡɦɨɠɧɨɫɬɶ 
вɵɛɢɪɚɬɶ ɞɨɫɬɭɩɧɵɟ ɚɥɝɨɪɢɬɦɵ ɨɛɪɚɛɨɬɤɢ, 
ɤɨɬɨɪɵɟ ɡɚɬɟɦ ɛɭɞɭɬ ɡɚɩɢɫɚɧɵ в ɫɬɟɝɨɤɥɸɱ. 
ɉɪɨɝɪɚɦɦɧɭɸ ɫɢɫɬɟɦɭ ɦɨɠɧɨ ɢɫɩɨɥɶɡɨвɚɬɶ ɞɥɹ 

ɪɚɡɥɢɱɧɵɯ ɩɨɥɶɡɨвɚɬɟɥɟɣ. ɉɪɢ ɷɬɨɦ ɞɥɹ ɤɚɠɞɨɝɨ 
ɩɨɥɶɡɨвɚɬɟɥɹ ɧɚɫɬɪɨɣɤɢ ɩɪɨɝɪɚɦɦɵ ɛɭɞɭɬ 
ɫɨɛɫɬвɟɧɧɵɦɢ (ɢɫɩɨɥɶɡɭɟɦɵɣ ɚɥɝɨɪɢɬɦ ɫɠɚɬɢɹ, 
ɢɫɩɨɥɶɡɭɟɦɚɹ ɤɨɞɢɪɨвɤɚ, ɫɢɦɦɟɬɪɢɱɧɵɣ ɚɥɝɨɪɢɬɦ 
ɲɢɮɪɨвɚɧɢɹ, ɨɞɧɨɧɚɩɪɚвɥɟɧɧɚɹ ɯɟɲ-ɮɭɧɤɰɢɹ), 
ɤɚɠɞɵɣ ɛɭɞɟɬ ɪɚɛɨɬɚɬɶ ɫɨ ɫвɨɢɦ ɫɬɟɝɨɤɥɸɱɟɦ. 
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